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Abstract 

Cryptocurrency scams caused over £9.39 billion in verified global losses in 2024, yet existing 

detection methods remain reactive, narrow in scope and difficult to explain. This project 

introduces the Cryptocurrency Investigative OSINT Framework (CIOF), a structured four- 

layer investigative workflow that analyses suspicious cryptocurrency websites using publicly 

accessible tools across infrastructure, content, social media and blockchain dimensions. 

Evaluated on a dataset of 875 labelled URLs, a Random Forest classifier achieved 91.4% 

accuracy, 92.9% precision and an F1-score of 0.925. Unlike binary classifiers, CIOF 

produces graduated risk classifications (Legitimate, Suspicious, Scam) alongside inspectable 

feature-level evidence, making it practically useful for analysts, regulators and smaller 

organisations without enterprise infrastructure. 
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Chapter 1: Introduction 

1.1 Project Background 
 

Over the past decade, the cryptocurrency market has grown from a niche experiment into 

a global financial ecosystem with a total valuation exceeding £800 billion. Bitcoin alone 

has fluctuated between approximately £26,000 and £92,000 in recent years, and 

thousands of alternative coins and tokens have been launched to support decentralized 

finance (DeFi), non-fungible tokens (NFTs), and other blockchain-based services 

(Nakamoto, 2008). This rapid expansion has created unprecedented opportunities for 

innovation, cross-border transactions, and financial inclusion. At the same time, it has 

created a very large and relatively lightly regulated surface for cyber-enabled financial 

crime. 

 

Fraudulent cryptocurrency websites have become one of the main vehicles for such 

crime. These include fake exchanges, fraudulent investment platforms, cloned project 

sites, phishing portals that harvest private keys, and sites used to support Ponzi or 

multi-level marketing schemes. Recent industry analyses report that cryptocurrency 

scams received at least the equivalent of £8 billion on-chain in 2024 alone, even before all 

associated illicit addresses had been identified, and that total scam-related losses may 

exceed £10 billion per year when off-chain fraud and unreported incidents are considered 

(Chainalysis, 2025). Law-enforcement and consumer-protection statistics paint a 

consistent picture. The FBI’s Internet Crime Complaint Center recorded several billion 

pounds worth of reported investment fraud involving cryptocurrency in a single year, 

while the United States Federal Trade Commission reported more than £10 billion in 

overall consumer fraud losses in 2024, with cryptocurrency investment fraud among the 

largest categories and older adults over 60 disproportionately affected (Federal Bureau of 

Investigation, 2024; Federal Trade Commission, 2025). 
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Figure 1: Illustrative growth in reported cryptocurrency scam losses (2021-2025) (Chainalysis, 2021, 2022, 
2023, 2024, 2025). 

 
The methods used by scammers have grown more sophisticated over time. So-called 

“pig-butchering” schemes involve building trust with victims over weeks or months 

through messaging applications or social media before directing them to convincing but 

fraudulent trading websites (Europol, 2024). High-yield investment platforms promise 

unrealistic fixed returns and display fabricated performance dashboards. Crypto 

“drainer” campaigns impersonate legitimate decentralised finance projects or wallet 

providers, tricking users into signing malicious transactions that silently transfer funds 

to attacker-controlled addresses. Phishing websites, often distributed through sponsored 

search results or phishing emails, clone the appearance of well-known exchanges and 

wallet interfaces in 

order to capture login credentials or seed phrases. Exit scams remain common: developers 

build an apparently legitimate project, attract deposits or investments through an 

attractive website, then close down the site and disappear with the funds. 

 

From an investigative perspective, cryptocurrencies present a mixture of transparency and 

opacity. Public blockchains make all transfers between addresses visible, which enables 

analysts to trace flows of funds, cluster related addresses and identify patterns that are 

characteristic of certain scams. At the same time, attackers make extensive use of mixers, 

cross-chain bridges, privacy-enhancing technologies and high-risk exchanges in order to 



16 
 

frustrate simple tracing (Chainalysis, 2025). Many victims first encounter the scam 

through a website, social-media promotion or messaging-channel invitation rather than 

directly on the blockchain. As a result, understanding the full infrastructure behind a scam 

requires combining on-chain analysis with a wide range of off-chain information. 

 

Open Source Intelligence (OSINT) investigations have shown that successful crypto 

scams are rarely isolated events. They tend to be supported by an infrastructure that can 

include domains and subdomains registered with disposable email addresses or 

privacy-protection services, shared hosting providers and IP ranges reused across 

multiple scams, recycled website templates and legal text, social-media accounts and 

messaging channels used for promotion, and recurrent wallet addresses and transaction 

patterns associated with other known scams (Acharya et al., 2024; Muzammil et al., 

2025). Analysts, journalists and threat-intelligence practitioners routinely use OSINT 

sources such as WHOIS and DNS history, corporate registries, blockchain explorers, 

search engines, social-media search and regulator warning lists to build a picture of such 

infrastructures (Acharya et al., 2024; Muzammil et al., 2025). 

 However, this work is often manual, time-consuming and highly dependent on the 

individual investigator’s experience. In academic literature, OSINT-style investigations 

are mentioned only briefly compared with machine-learning and heuristic techniques 

(Safi and Singh, 2023, pp. 590–592). Within crypto scam detection specifically, most 

published work focuses on automated classification of transactions or website features 

rather than formalising the OSINT investigative process (Safi and Singh, 2023, pp. 604– 

606). 

 

This project focuses on the problem of detecting fraudulent cryptocurrency websites by 

formalising this OSINT-based investigative process into a repeatable framework that can 

be evaluated and, in future, integrated with automated tools. 
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Figure 2: High-level OSINT workflow for cryptocurrency website scam detection. 
 
This chapter was completed by the end of January 2026, in line with the original project plan. 

 

1.2 Research Problem 
 

A substantial body of work on phishing and malicious-website detection has progressed 

from static blacklists and simple heuristic rules to machine-learning (ML) classifiers that 

exploit URL, HTML and lexical features (Safi and Singh, 2023). More recent studies 

have applied deep-learning and ensemble models, achieving high accuracy on benchmark 

datasets and public phishing corpora (Safi and Singh, 2023). Systems such as SCAMNET 

show that fine-tuned large language models can detect fraudulent shopping websites with 

very high accuracy on temporal datasets, substantially outperforming traditional ML 

baselines (Bitaab et al., 2025a). Despite these advances, several key limitations persist 

when such techniques are applied to modern cryptocurrency-scam websites. 



18 
 

1. Reactivity and feature drift 

Blacklist-based and many ML approaches are inherently reactive, because they are 

trained on historical data and known examples of malicious websites. Attackers can evade 

these systems by making minor changes to URLs, modifying page layouts or relocating to 

different hosting providers, thereby altering the feature distribution on which the models 

rely (Safi and Singh, 2023). In the fast-moving cryptocurrency ecosystem, where new 

domains and projects can be created within minutes and scam infrastructure is frequently 

rotated, this problem of feature drift is particularly acute. The Crimson study underscores 

how quickly new fraudulent domains appear, and how heavily scammers depend on 

disposable hosting resources, which complicates static, list-based defences (Muzammil et 

al., 2025). 

2. Narrow data scope 

Traditional phishing-detection systems usually concentrate on a limited set of features, 

such as URL length and structure, presence of suspicious tokens, basic SSL information, 

page-content cues and sometimes DNS or WHOIS attributes (Safi and Singh, 2023). By 

contrast, effective investigation of cryptocurrency scams often depends on richer OSINT 

signals, including wallet-address clusters, transaction patterns, cross-platform 

social-media promotion, project team claims checked against corporate registries, and 

prior appearances of the same infrastructure in known scams. OSINT-driven studies of 

cryptocurrency cybercrime show that combining victim abuse reports, labelled criminal 

addresses and transaction profiles yields a far more comprehensive representation of 

criminal behaviour than any single channel alone (Real-CATS, 2025). Systems such as 

ScamSweeper, which model transaction graphs to detect illegal accounts in Web3 scams, 

demonstrate the importance of relational and behavioural features that go beyond 

surface-level website attributes (Li et al., 2025). Narrow, single-channel feature sets 

struggle to capture this multidimensional reality. 

3. Opacity and lack of explainability. 

Complex ML and deep-learning models often behave as black boxes, providing little 

insight into why a given website has been labelled as malicious (Safi and Singh, 2023). 

For investigators, regulators and victims, this lack of explainability is problematic. 

Decisions to block, report or prosecute based purely on opaque model outputs are difficult 

to justify and offer limited evidential value in legal or regulatory contexts. In contrast, 
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OSINT investigations that trace domain registrations, hosting infrastructure, social-media 

activity and fund flows can generate a clear chain of evidence that supports 

decision-making and potential enforcement action. Frameworks for large-scale analysis of 

fraudulent shopping websites, for example, emphasise the value of linking domains to 

merchant identifiers and financial-institution intelligence in order to explain how 

particular sites fit into broader scam campaigns (Bitaab et al., 2025b). 

4. Limitations of large language models for scam detection. 

Recent research has begun to explore the use of large language models (LLMs) for 

detecting cryptocurrency scams, particularly in textual content such as promotional posts, 

white papers and user complaints. Knowledge-grounded frameworks that combine 

retrieval-augmented generation with LLMs show improved performance and substantially 

lower hallucination rates compared with models that rely solely on their internal 

parametric memory (Li, 2025). One such system achieves around 22 percent higher recall 

at equivalent precision than fixed-threshold baselines, retains about 89 percent of its 

performance on emerging scam types over time and reduces hallucinations by a factor of 

more than four, while operating in real time and providing evidence-grounded outputs 

(Li, 2025). 

While these systems improve the reliability of scam judgements on a given input, such as 

a token description or social-media thread, they generally assume that the suspicious 

entity has already been identified and that relevant evidence is indexed in an existing 

database. They do not formalise how to discover new fraudulent websites in the first 

place, how to pivot between different OSINT sources or how to structure an end-to-end 

investigative workflow starting from a URL. Their knowledge bases also need constant 

updating to track rapidly evolving scam types. 

5. Fragmented OSINT practice and lack of a unified framework 

In practice, OSINT work around cryptocurrency scams is already being carried out by 

security researchers, investigative journalists, independent analysts and some 

law-enforcement agencies. Technical support scam studies such as HoneyTweet 

demonstrate how decoy posts and automated interaction can be used to attract scammers, 

map their operational flow and identify payment methods and wallet addresses (Acharya 

et al., 2024). Large-scale scam-discovery systems such as Loki show that mining 

search-engine result pages with carefully selected queries can surface tens of thousands of 

previously unknown scam websites across multiple categories (Paudel and Stringhini, 
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2026). Datasets such as Real-CATS provide labelled criminal and benign addresses at 

scale, enabling more realistic evaluation of address- and transaction-level detection 

methods (Real-CATS, 2025). 

However, these contributions are distributed across different problem formulations and 

data granularities. Some focus on discovering scam domains at scale without deep 

investigation of each website’s surrounding infrastructure (Muzammil et al., 2025; Paudel 

and Stringhini, 2026). Others concentrate on detecting malicious accounts or addresses on 

blockchains rather than on classifying websites as such (Real-CATS, 2025; Li et al., 

2025). Still others use LLMs to classify website content or generate explanations, but they 

do not specify a general OSINT methodology for gathering and correlating indicators 

from multiple open sources (Bitaab et al., 2025a; Li, 2025). 

Overall, the literature indicates that: 

 General phishing and malicious-website detection research offers mature 

classifiers but tends to ignore the full breadth of OSINT signals that are 

particularly relevant for cryptocurrency scams (Safi and Singh, 2023). 

 Blockchain-investigation and OSINT studies demonstrate powerful techniques for 

linking pseudonymous activity to real-world actors, yet they usually target 

transaction or address classification or detailed forensic investigation, rather than 

lightweight, reusable website-level detection frameworks (Real-CATS, 2025; 

Acharya et al., 2024). 

 LLM-based and knowledge-grounded approaches improve judgement and 

explainability on given inputs but typically rely on separate discovery processes 

and static or semi-static knowledge bases (Li, 2025). 
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6. Research gap 

Existing detection methods are reactive, limited in data breadth and often opaque, 

whereas OSINT-driven investigations are powerful but informal and unstandardised. 

There is currently no structured, evaluable OSINT framework dedicated to detecting 

fraudulent cryptocurrency websites that: 

 systematically integrates diverse open sources at the website level, 

 produces evidence-rich outputs that can support human decision-making and 

potentially legal processes, and 

 can be feasibly implemented with open and publicly accessible tools. 

CIOF fills that gap by combining infrastructure data, website content, social media 

signals, and blockchain evidence into a single, repeatable investigation workflow. 

1.3 Aim 
The aim of this project is: 

The aim of this project is to design, implement and evaluate the Cryptocurrency 

Investigative OSINT Framework (CIOF), a structured four-layer investigative 

workflow that synthesizes infrastructure, content, social media and blockchain 

intelligence to detect and classify fraudulent cryptocurrency websites using only 

publicly accessible tools and data sources. The framework is intended to address 

the gap between existing reactive, single-channel detection methods and the 

need for an explainable, analyst-facing investigation workflow that produces 

evidence-grounded, three-class risk classifications suitable for use by security 

analysts, regulators and smaller organizations without enterprise infrastructure.  

1.4 Objectives: 

To achieve this aim, the project is guided by the following objectives: 

1. Review and synthesis of existing techniques 

Conduct a critical literature review of cryptocurrency-scam detection and related 

web-fraud detection techniques, including heuristic, blacklist-based, DNS and 

WHOIS-based, traditional machine-learning, deep-learning and LLM-based approaches, 

with particular attention to their strengths, limitations and applicability to cryptocurrency 

websites (Safi and Singh, 2023; Muzammil et al., 2025; Li, 2025). 
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2. Identification of OSINT indicators and data sources 

Identify and catalogue key OSINT indicators associated with fraudulent cryptocurrency 

websites, including domain-registration and hosting patterns, corporate-registry 

information, blockchain transaction patterns, social-media and community footprints and 

inclusion in regulator warning lists and public scam databases (Real-CATS, 2025; Paudel 

and Stringhini, 2026; Acharya et al., 2024). 

3. Design of an OSINT-based detection framework 

Design a structured, repeatable OSINT workflow that specifies how to collect, process 

and correlate these indicators from publicly available sources in order to assess the risk 

associated with a given cryptocurrency website. The framework should be suitable for 

later integration with automated tools and should emphasise transparency and 

explainability (informed by existing large-scale scam-detection and OSINT 

methodologies such as Crimson, Loki and HoneyTweet) (Muzammil et al., 2025; Paudel 

and Stringhini, 2026; Acharya et al., 2024). 

4. Implementation of a supporting model 

Implement a prototype model or rule-based classifier that ingests the collected OSINT 

indicators and produces a classification, such as legitimate, suspicious or scam, alongside 

an evidential justification. This will enable empirical evaluation of the framework on 

curated datasets of known scam and legitimate cryptocurrency websites (Real-CATS, 

2025; Li et al., 2025). 

5. Evaluation and reflection 

Evaluate the performance and practical usefulness of the framework using standard 

metrics such as accuracy, precision, recall and F1-score where applicable, and 

qualitatively assess the investigative value of the generated outputs. Reflect on limitations 

and propose avenues for future improvement, including potential integration with 

advanced LLM-based or RAG-based systems for content analysis (Li, 2025; Bitaab et al., 

2025a). 
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Objective 
No. 

Objective Description Linked 
Research 
Question(s) 

1 Conduct a critical literature review of 
cryptocurrency scam detection and related 
web-fraud detection techniques. 

RQ1 

2 Identify and catalogue key OSINT indicators 
and data sources associated with fraudulent 
cryptocurrency websites. 

RQ2 

3 Design a structured, repeatable OSINT 
workflow for collecting, processing and 
correlating indicators from publicly available 
sources. 

RQ3 

4 Implement a prototype model or rule-based 
classifier that ingests OSINT indicators and 
produces a website-level risk classification. 

RQ3, RQ4 

5 Evaluate the performance and practical 
usefulness of the OSINT framework and 
prototype model using quantitative metrics and 
qualitative analysis. 

RQ4 

 
Table 1: Mapping between objectives and research questions 

1.5 Research Questions 

The project is structured around the following research questions: 

 RQ1: What are the principal strengths and limitations of existing 

cryptocurrency-scam website detection techniques, including heuristic, DNS and 

WHOIS-based, machine-learning, deep-learning and LLM-based approaches? 

 

 RQ2: Which OSINT indicators and data sources are most informative for 

distinguishing fraudulent cryptocurrency websites from legitimate ones, and how 

reliably can these indicators be obtained from publicly available sources? 
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 RQ3: How can these OSINT indicators be integrated into a structured, repeatable 

framework that supports systematic investigation and classification of 

cryptocurrency websites, while remaining practical for analysts to apply? 

 RQ4: How effective is the proposed OSINT-based framework, in terms of both 

quantitative performance metrics and qualitative investigative value, when applied 

to real-world datasets of known scam and legitimate cryptocurrency websites? 

 

1.6 Project Management and Approach 
 

This project adopts an iterative, individual Agile-inspired project management approach 

rather than a rigid Waterfall model. In exploratory research on emerging threats, both 

requirements and understanding naturally evolve as new literature is reviewed and initial 

experiments are conducted. A fixed sequence in which all analysis and design decisions 

must be finalised before any implementation is poorly suited to such environments. 

 

Instead, the work is organised into a series of time-boxed iterations, each with clear goals, 

such as: completing an initial literature review on phishing and crypto-scam detection; 

mapping and prioritising OSINT indicators and data sources; designing and refining the 

OSINT workflow; implementing data-collection scripts and the prototype classification 

model; and conducting evaluation and analysis. At the end of each iteration, progress is 

reviewed against the objectives and research questions, and subsequent tasks are adjusted 

accordingly. Regular supervision meetings are used to validate direction, address risks, 

such as difficulties in accessing reliable datasets, and ensure that ethical and legal 

constraints remain central. 

 

Methodologically, the project is grounded in OSINT and blockchain-investigation 

practices that emphasise systematic collection, processing, analysis and dissemination of 

intelligence. The proposed framework follows a similar logic: planning and direction, 

collection of open-source indicators, processing and correlation, analysis and risk 

assessment, and dissemination in the form of structured reports or evidential summaries. 

This mirrors established intelligence-cycle models while adapting them to the specific 

problem of cryptocurrency website scam detection. 
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1.7 Ethical, Legal and Professional Issues 
 

Because this project involves investigating potentially malicious online activity and 

handling data that may relate to identifiable individuals, ethical, legal and professional 

considerations are central to its design. 

 

1.7.1 Use of publicly available information 

 

The research relies exclusively on information that is lawfully and publicly accessible. 

This includes open blockchain explorers, public WHOIS and DNS records, corporate 

registries that are open to public search, publicly visible social-media content and 

regulator or industry warning lists (Acharya et al., 2024; Paudel and Stringhini, 2026). 

No authentication-protected services are accessed without permission, and no attempts 

are made to bypass technical access controls or to intrude into systems. Activities such 

as port-scanning, denial-of-service testing or exploitation of vulnerabilities are strictly 

out of scope. 

 

1.7.2 Data protection and privacy 

 

OSINT investigations can involve incidental collection of personal data, for example 

names and contact details of company officers listed in corporate registries or of 

individuals promoting a project on social media. The project therefore follows the 

principle of data minimization: only those data elements that are necessary for the 

purposes of scam-website classification are collected and stored. Where individual 

names or contact details appear in case studies or examples in the dissertation, they are 

anonymized or pseudonymized. 

 

Processing of any personal data is designed to be consistent with applicable data 

protection legislation, including the UK General Data Protection Regulation (UK 

GDPR) and the Data Protection Act 2018 (Information Commissioner's Office. (2023)). 

This means ensuring a clear research purpose, limiting data retention and maintaining 

appropriate security for stored data. No special category personal data are intentionally 

collected.   
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1.7.3 Dual-use concerns and responsibilities disclosure 

 

OSINT techniques are inherently dual use. The same tools that can be used to expose 

scams and protect potential victims could, in principle, be misused to profile targets or 

identify vulnerabilities in legitimate services. To maintain a clear ethical stance, the 

framework is presented explicitly as a defensive and investigative tool intended to 

support scam detection, consumer protection and academic understanding. It does not 

include instructions for exploiting identified weaknesses or for designing scams. 

 

If, in the course of the research, security vulnerabilities or other serious issues affecting 

legitimate services are incidentally discovered, they will be handled in line with 

responsible disclosure norms. This typically involves notifying the affected party or a 

recognised coordination organisation, rather than publishing sensitive technical details. 

 

1.7.4 Professional standards and academic integrity 

 

The project is conducted in line with relevant professional and academic standards. This 

includes accurate and honest reporting of methods and results, proper acknowledgement 

of tools, datasets and prior work, avoiding plagiarism and fabrication of data and 

respecting any licensing or terms-of-use conditions associated with OSINT tools and 

data sources. By grounding the framework in published OSINT, scam-detection and 

blockchain-investigation research, and by clearly separating empirical findings from 

interpretation, the project aims to contribute constructively to the field (Muzammil et al., 

2025; Li, 2025; Acharya et al., 2024). 
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1.8 Structure of the Report 

The remainder of the dissertation is structured as follows: 

 Chapter 2 – Literature Review 

This chapter surveys the academic and industry literature on phishing and web-fraud 

detection, cryptocurrency scam detection, OSINT in cybercrime investigations and 

blockchain analysis tools and methods. It highlights strengths and limitations of existing 

approaches and clarifies the research gap that motivates the proposed OSINT framework. 

 Chapter 3 – Methodology and OSINT Framework 

This chapter describes the research design and explains how the OSINT framework was 

developed. It details the data sources, collection and processing procedures, the structure 

of the investigative workflow and the design of the supporting classification model, 

drawing on best practices from OSINT and blockchain-investigation methodologies. 

 Chapter 4 – Implementation and Results 

This chapter presents the implementation of the framework and model, the construction 

of datasets of known scam and legitimate cryptocurrency websites and the experimental 

setup used to evaluate performance. It then reports and visualises the quantitative and 

qualitative results. 

 Chapter 5 – Discussion 

This chapter interprets the results in relation to the research questions and existing 

literature, discusses the strengths and limitations of the framework, reflects on practical 

implications for analysts and regulators and considers how OSINT, machine-learning and 

LLM-based approaches might be combined. 

 

 Chapter 6 – Conclusion and Future Work 

The final chapter summarises the main contributions of the project, evaluates how far the 

aim and objectives have been met and proposes directions for future work, such as 

integrating the framework into real-time monitoring systems or extending it to other 

forms of Web3 fraud. 
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1.9 Chapter Summary 
 

Chapter 1 has established the foundation for this research. Cryptocurrency website 

scams represent a growing and under-addressed threat, with verified losses exceeding £9 

billion in 2024 alone, and existing detection methods are ill-equipped to respond. Their 

limitations are consistent across the literature: they react to scams rather than anticipate 

them, draw on a single data source rather than synthesising multiple channels, and rarely 

produce outputs that investigators can interrogate or defend. CIOF addresses these 

shortcomings through a structured, multi-layer OSINT framework designed for 

proactive website-level investigation. Five objectives shape the work, four research 

questions guide the analysis, and an iterative project management approach allows the 

methodology to develop in response to emerging findings. Ethical boundaries are 

defined and observed throughout, with collection restricted to publicly available sources. 

Chapter 2 examines the existing body of research in detail, assessing what current 

detection approaches achieve and where the gaps that motivate this project remain. 
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Chapter 2: Literature Review 

 

2.1 Introduction 
 

Cryptocurrency has exploded into an £800+ billion market over the past decade, and so 

have the scams. Fraudsters now build professional-looking websites that mimic legitimate 

exchanges like Coinbase or Binance. These fake sites look convincing: they have SSL 

certificates, polished user interfaces and even fake customer testimonials (Cialdini, 2009). 

Once funds are transferred, the irreversibility of blockchain transactions means victims 

have no recourse. Between 2021 and 2024, verified cryptocurrency scam losses reached 

£24.33 billion globally (Chainalysis, 2021, 2022, 2023, 2024), with 2024 alone 

accounting for £9.39 billion. Investment scams, fake exchanges, phishing portals and 

fraudulent DeFi platforms have become a billion-pound-per-month problem, yet existing 

detection methods cannot keep pace. A recent longitudinal study introduced Crimson, a 

distributed system that continuously detects cryptocurrency investment scam websites in 

the wild, and showed that over the first eight months of 2024 it classified 43,572 unique 

scam websites by processing around six billion domain names in real time (Muzammil et 

al., 2025). Even when analysing only a small subset of associated wallets, the study 

estimated lower-bound losses of at least £1.6 million and suggested that total losses 

across the full campaign are likely to be in the tens of millions of pounds (Muzammil et 

al., 2025). 

 

This chapter reviews the academic and industry literature relevant to detecting these 

scams, with a particular focus on fraudulent cryptocurrency websites and on Open Source 

Intelligence (OSINT) techniques that can be used to investigate them. It first explains the 

literature search strategy that was used to identify relevant work. It then introduces the 

main categories of cryptocurrency scams and scam websites, in order to clarify the threat 

landscape that detection methods seek to address. The review covers list-based and 

heuristic methods first, then DNS and WHOIS analysis, machine learning, transaction- 

level blockchain detection, large-scale OSINT discovery systems, and finally LLM-based 

approaches. Each section identifies what that approach gets right and where it falls short 

for crypto scam websites specifically. 
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Figure 3: Conceptual flow and roadmap of the literature review process. 
 
The literature review was planned for completion by January 2026 and was finished 

broadly on schedule, with a small number of additional sources incorporated in February 

as the research gap analysis was refined. 

2.2 Literature Search Strategy 

 
2.2.1 Databases and sources 

 

To ensure comprehensive coverage, the literature search drew on a combination of 

academic databases and high-quality grey literature. The primary academic sources were 

IEEE Xplore, the ACM Digital Library, SpringerLink, ScienceDirect and Google Scholar, 

which together index most of the computer-science and information-security venues 

where phishing and web-fraud detection work is published. This was complemented with 

targeted use of arXiv for preprints of recent systems and datasets that have not yet 

appeared in final conference proceedings, as well as with selected conference and 

workshop proceedings from top-tier venues in security and web research, including 

NDSS, WWW and specialised workshops on knowledge-grounded foundation models 

and Web3 security. 

 

Because cryptocurrency scams are an emerging topic, relevant work is scattered across 

several subfields, including phishing detection, general online scam detection, blockchain 

analysis and OSINT case studies. To capture this breadth, the search also included the 

references and related work sections of key survey papers and system descriptions, such 
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as the systematic literature review on phishing detection by Safi and Singh (2023) and the 

Real-CATS dataset paper on cryptocurrency cybercrime addresses (Real-CATS, 2025). 

2.2.2 Keywords and search strings 
 

The search strategy combined domain-specific terms related to cryptocurrency with more 

general phrases about scams and detection techniques. Representative keyword groups 

included: 

 

 Cryptocurrency and Web3: “cryptocurrency investment scam”, “crypto scam 

website”, “Web3 scam detection”, “DeFi scam”, “Ethereum phishing”, “Bitcoin 

scam”. 

 Website and phishing detection: “phishing website detection”, “fraudulent shopping 

website”, “malicious website classification”, “URL-based phishing detection”, “web 

scam campaign analysis” (Safi and Singh, 2023). 

 Blockchain and transaction analysis: “cryptocurrency cybercrime detection”, “illicit 

address detection”, “transaction graph analysis”, “honeypot smart contract detection”, 

“phishing smart contract detection”. 

 OSINT and discovery: “Open Source Intelligence crypto”, “OSINT scam 

investigation”, “toxic search queries scam websites”, “technical support scams 

cryptocurrency”, “search-engine mining for scams” (Acharya et al., 2024; Paudel and 

Stringhini, 2026). 

 Large language models and knowledge grounding: “LLM scam detection”, 

“knowledge-grounded cryptocurrency scams”, “retrieval-augmented scam detection”, 

“explainable fraudulent website detection” (Li, 2025; Bitaab et al., 2025a). 

 

These keywords were combined using Boolean operators. For example, “cryptocurrency 

AND (phishing OR scam) AND website AND detection” or “fraudulent shopping website 

AND machine learning” were typical queries. 
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2.2.3 Inclusion and exclusion criteria 

 

The initial search period covered publications from January 2017 to early 2026, in order 

to focus on contemporary techniques and on the period during which cryptocurrencies 

and Web3 applications have become mainstream. Papers were included if they met at 

least one of the following criteria: 

 

 Presented a detection method or system for phishing or fraudulent websites, with 

enough technical detail to understand features, models and evaluation (for 

example Safi and Singh, 2023; Bitaab et al., 2025a). 

 Focused on cryptocurrency-related fraud or scams, whether at the website, 

transaction or address level (for example Muzammil et al., 2025; Real-

CATS, 2025; Li et al., 2025). 

 Described datasets, tools or methodologies for large-scale discovery of scam 

websites or cryptocurrency-related abuse (for example Muzammil et al., 

2025; Paudel and Stringhini, 2026). 

 Discussed OSINT techniques or case studies in which open sources were used to 

investigate scams or technical-support fraud related to cryptocurrencies 

(Acharya et al., 2024). 

 Proposed knowledge-grounded or retrieval-augmented LLMs for scam 

detection and explanation (Li, 2025; Bitaab et al., 2025a). 

 

Publications were excluded when they were not available in English, when they did not 

provide empirical evaluation, or when they focused solely on unrelated domains such as 

spam email filtering or generic intrusion detection without any clear connection to 

web-based scams. 
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2.2.4 Screening and selection process 

 

An initial set of search queries returned several hundred candidate articles. Titles and 

abstracts were screened to remove obviously irrelevant work. The remaining full-text 

articles were then examined against the inclusion criteria. This process resulted in a core 

set of approximately eighty publications across phishing detection, online scam detection, 

blockchain-based cybercrime and OSINT case studies, mirroring the scale of the phishing 

review by Safi and Singh (2023) which analysed eighty primary studies. 

 

Figure 4: Literature selection flow diagram, illustrating the filtering process used to identify eighty core 
studies. 

 

2.3 Categories of Cryptocurrency Scams and Scam Websites 
 

Before assessing detection techniques, it is important to understand the main scam 

archetypes in the cryptocurrency ecosystem, because these categories motivate the 

features and OSINT indicators that investigators should seek. 

 Investment and high-yield platforms. These scams promise unrealistically high 

or guaranteed returns through cryptocurrency trading, staking or arbitrage. The 

Crimson study shows that such scams often use professional websites and 

dashboards to reassure victims while they are being defrauded (Muzammil et al., 

2025). Many are structurally similar to traditional Ponzi schemes: deposits from 

new victims are used to pay withdrawals to earlier ones until the scheme 

collapses. 
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 Fake exchanges and wallet services. Fraudulent exchanges mimic the interface 

of legitimate platforms but either never process withdrawals or route deposits to 

attacker-controlled wallets. Fake wallet websites may encourage users to enter 

seed phrases or to download malware-infected software. 

 Pig-butchering and romance-style scams. These combine long-term social 

engineering with tailored scam websites. Acharya et al. (2024) describe 

cryptocurrency-based technical support scams in which victims are persuaded to 

share recovery phrases and to perform “test transactions” that in fact transfer 

funds to attackers. Similar mechanics appear in pig-butchering campaigns, 

where the website serves as the apparent trading interface for fabricated profits. 

 Phishing websites for DeFi and NFTs. Attackers clone interfaces of legitimate 

DeFi protocols, NFT marketplaces or wallet applications and then promote these 

clones via phishing emails, search-engine ads or compromised social-media 

accounts. When a user connects their wallet and signs malicious transactions, 

funds are drained to attacker addresses. 

 Exit scams and rug pulls. Here, websites and tokens appear legitimate and may 

even function for some time. Once sufficient funds have been raised, the 

developers drain liquidity pools, disable withdrawals or close down the website, 

leaving investors with worthless tokens. While much rug-pull research focuses on 

on-chain contract code, the project websites and social-media presence play a key 

role in building initial trust. 

 

Many of these scams share infrastructure traits. Muzammil et al. (2025) found that more 

than half of the investment scam websites detected by Crimson resolved to IP addresses 

within the top ten percent of hosting providers in it is dataset, indicating substantial 

concentration of operations (Muzammil et al., 2025). Similarly, dataset studies such as 

Real-CATS show that thousands of criminal cryptocurrency addresses are active on major 

blockchains and that these addresses exhibit characteristic transaction profiles that 

differentiate them from benign wallets (Real-CATS, 2025). 
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Scam 
Category 

Role of Website Typical OSINT Indicators 

Investment 
Scams 

Professional dashboard 
to fake legitimacy. 

Domain registration date, hosting IP, 
traffic analytics, promotional 
keywords. 

Fake 
Exchanges 

Credential harvesting 
and deposit redirection. 

WHOIS privacy settings, 
mismatched TLS certificates, shared 
infrastructure. 

Pig- 
Butchering 

Technical interface for 
fabricated profits. 

Telegram/WhatsApp IDs, wallet 
addresses, social media footprint. 

DeFi/NFT 
Phishing 

Cloning legitimate 
protocols to drain 
wallets. 

URL typosquatting, hidden 
redirections, embedded malicious 
JavaScript. 

Rug Pulls Trust-building and 
liquidity extraction. 

Project age, developer social media 
activity, smart contract source code. 

 
Table 2: Representative categories of cryptocurrency scams and typical website roles. 

 

These categories imply that effective website-level detection must look beyond 

superficial page features and consider how domains, content, wallets and social-media 

activity come together to form a scam campaign. 

 

The threat is not confined to the United States or United Kingdom. In the Asia-Pacific 

region, the Australian Competition and Consumer Commission (ACCC) recorded over 

AUD 1.5 billion in investment scam losses in 2023, with cryptocurrency-based fraud 

accounting for the largest share of that figure (ACCC, 2024). In Southeast Asia, the 

 Monetary Authority of Singapore (MAS) has issued repeated public warnings about 

fraudulent cryptocurrency investment platforms targeting retail investors, particularly 

those using social engineering and fabricated trading dashboards (MAS, 2024). At the 

international law-enforcement level, INTERPOL's 2024 Financial Crimes report 

identifies cryptocurrency fraud as one of the fastest-growing transnational crime 

categories, with criminal networks operating across jurisdictions to evade national 

regulators (INTERPOL, 2024) (European Banking Authority, 2024). This global spread 

reinforces the case for detection frameworks that are not bound to any single regulatory 

context and that rely on publicly accessible tools usable across jurisdictions. 
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2.4 Techniques for Detecting Scam and Phishing Websites 
 

This section reviews technical approaches to detecting scam and phishing websites, 

moving from early list-based methods through machine-learning and deep-learning 

models to specialised cryptocurrency-oriented systems and OSINT-based frameworks. 

Where possible, it draws on Safi and Singh’s (2023) systematic review of phishing 

website detection, which categorises techniques into list-based, visual-similarity, 

heuristic, machine-learning and deep-learning approaches and quantitatively analyses 

their trends and performance. 

 

2.4.1 List-based and heuristic detection 

 

List-based approaches rely on blacklists of known malicious URLs and whitelists of 

trusted domains. Modern browsers, such as Chrome and Firefox, use such lists to warn 

users when they attempt to visit sites that have been reported as phishing or malware). 

This method is simple and has a low false-positive rate when lists are well maintained. 

However, it is inherently reactive. Attackers can bypass blacklists by making small 

changes to URLs, using disposable domains, or compromising legitimate websites and 

hosting scam pages under new paths. List-based methods work well for already-reported 

campaigns but struggle with zero-day attacks (Safi and Singh, 2023). 

 

Heuristic techniques expand on this by using hand-crafted rules that capture common 

properties of phishing pages. Examples include checking for suspicious URL features, 

such as long hostnames, use of IP addresses instead of domain names, presence of “@” 

symbols or high levels of character entropy, as well as HTML features such as hidden 

forms, mismatched URLs between links and visible text, or excessive use of JavaScript to 

obfuscate content (Anti-Phishing Working Group, 2024). These methods are faster to 

adapt than static lists but still require expert-defined rules and can be sidestepped once 

adversaries understand the heuristics. 

 

Safi and Singh (2023) report that heuristic approaches can detect zero-hour phishing 

attacks that are not yet present in blacklists, but their success depends heavily on the 

chosen feature set and thresholds and they may not generalise well across different 
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domains and time periods (Moore & Clayton, 2007). In the context of cryptocurrency 

scams, where attackers rapidly create and abandon domains, heuristic signals like 

unusual top-level domains or excessive use of financial keywords can be noisy without 

supplementary information. 

 

2.4.2 DNS, WHOIS and Infrastructure-based methods 

 

Another line of work exploits DNS and WHOIS data to detect malicious domains. 

Features include domain age, registration length, registrar reputation, use of privacy 

protection, name-server characteristics and hosting IP reputation. For example, many 

phishing and scam domains are newly registered, use privacy shields and share 

infrastructure with previously reported malicious sites. Systems that monitor passive DNS 

data can identify domain flux and fast-flux patterns that are characteristic of 

botnet-controlled or scam campaigns (Felegyhazi et al., 2010). 

 

Safi and Singh’s review indicates that such infrastructure-based features are often used in 

combination with other attributes within machine-learning models, rather than as stand-

alone detectors. While infrastructure signals are valuable for cryptocurrency scam 

detection, studies like Crimson (Muzammil et al., 2025) and Loki (Paudel and Stringhini, 

2026) reveal that significant portions of scam websites use mainstream hosting and 

content delivery services. This reduces the discriminative power of simple indicators such 

as hosting provider or IP location and reinforces the need for richer, multi-source OSINT. 

 

2.4.3 Machine-learning techniques 

 

Machine-learning (ML) models generalise heuristic detection by learning patterns from 

labelled examples rather than relying exclusively on manually crafted rules. Safi and 

Singh (2023) find that ML techniques have been the most widely used approach in 

phishing website detection in recent years, with fifty-seven of the eighty studies they 

review applying some form of ML classifier. Features commonly include URL properties, 

content features, HTML and JavaScript indicators, as well as DNS and WHOIS attributes. 

 

Across the surveyed work, Random Forest emerges as one of the most frequently used 

and best-performing classifiers. Random Forest consistently came out on top, applied in 
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thirty-one of those studies and regularly hitting above 97% accuracy on benchmark 

datasets like PhishTank and UCI (Safi & Singh, 2023). For example, several studies 

achieved accuracy in the range of 97 to 99 percent when training Random Forest models 

on URL and HTML features collected from PhishTank for phishing and Alexa for 

legitimate sites. Other classifiers, including Support Vector Machines, k-Nearest 

Neighbours, Decision Trees and Naive Bayes have also been used, but they typically 

perform slightly worse than Random Forest or require more feature engineering (Safi and 

Singh, 2023). 

 

Deep learning extends this by automatically learning feature representations. Deep 

learning pushes accuracy even further (Goodfellow et al., 2016). CNNs have reached up 

to 99.98% accuracy on some phishing datasets, operating directly on URL strings or 

rendered page images (Safi & Singh, 2023). However, deep models often require large 

labelled datasets, are more computationally expensive and can be more opaque than 

traditional ML models. 

 

In cryptocurrency contexts, ML-based website detection has focused mostly on generic 

phishing rather than crypto-specific scams. Nonetheless, the evidence from phishing 

suggests that robust ML classifiers can be built when high-quality labelled data are 

available. The challenge for crypto-scam detection is to acquire representative datasets of 

fraudulent and legitimate cryptocurrency websites and to ensure that models stay up to 

date given rapid feature drift. 
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2.4.4 Transaction and address level detection in cryptocurrencies 

 

Many cryptocurrency-security systems detect malicious activity not at the website level 

but at the level of blockchain addresses, transactions or smart contracts. These methods 

are crucial for understanding on-chain behaviour but they do not directly classify 

websites. 

 

Real-CATS introduces a large, real-world dataset of cryptocurrency addresses that pairs 

90,612 criminal and 90,176 benign Bitcoin addresses and 12,591 criminal and 16,020 

benign Ethereum addresses with rich transaction profiles derived from victim abuse 

reports and exchange data (Real-CATS, 2025). The dataset includes thirty-two Bitcoin 

features and fifty-two Ethereum features per address and is designed to support the 

training and evaluation of ML models for cybercrime detection. The authors emphasise 

that a key motivation for Real-CATS is the lack of publicly available, comprehensive 

datasets covering both criminal and benign addresses. Without such data, evaluation 

results across studies using private or partial datasets are not comparable and may not 

reflect real-world performance (Real-CATS, 2025). 

 

ScamSweeper tackles Web3 scams by focusing on illegal accounts in large-scale 

transaction networks (Li et al., 2025). It addresses the challenge that transaction graphs on 

platforms such as Ethereum are large, sparse and follow power-law distributions. The 

system uses a structure-temporal random walk to sample subgraphs that capture both 

temporal and structural information, then applies directed graph encoders and a 

variational Transformer to model the dynamic evolution of these subgraphs (Li et al., 

2025). On a dataset of Web3 scams, phishing and normal accounts built from the first 

eighteen million Ethereum blocks, ScamSweeper improves weighted F1-score by at least 

17.29 percent over baselines such as SIEGE and PDTGA, with base F1 around 0.59 (Li et 

al., 2025). 

 

Other work examines smart contract code and bytecode to detect honeypots and phishing 

contracts, using symbolic execution or machine learning on opcode sequences (for 

example PHISHINGHOOK, 2025), as well as ML approaches to honeypot detection in 

transactional DApps (Emeto et al., 2025). While these studies are highly relevant to the 

broader landscape of cryptocurrency security, they operate on blockchain artefacts rather 
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than on public websites. They show that it is possible to distinguish criminal from benign 

behaviour using transaction patterns and contract code, but they do not address how a 

human or automated system should investigate a suspicious website that has not yet been 

linked to particular addresses or contracts. 

 

2.4.5 Large-scale discovery of scam websites and OSINT-driven methods 

 

An important complement to classification is discovery: finding scam websites in the first 

place. For general online scams, Loki is a prominent example. Paudel and Stringhini 

(2026) argue that although classifiers can accurately label scam websites, the main 

challenge is to generate search queries that surface scam pages among search engine 

result pages. They define the toxicity of a query as the proportion of results that are 

scams, and it is expansion as the number of unique scam domains it discovers. By 

modelling query toxicity and expansion, Loki can automatically mine “toxic” queries that 

yield high numbers of scam websites across categories such as cryptocurrency, tech 

support and shopping fraud (Paudel and Stringhini, 2026). This approach demonstrates 

how OSINT on search engines can proactively uncover scams that have not yet been 

reported.   

 

Crimson, introduced by Muzammil et al. (2025), takes a complementary route by 

monitoring large swathes of the DNS namespace for domains that host cryptocurrency 

investment scams. It continuously processes newly observed domains and classifies them 

using a distributed detection pipeline, resulting in real-time identification of tens of 

thousands of scam sites. The system also analyses the infrastructure behind these 

websites, revealing concentration of scams on particular hosting providers and IP ranges 

(Muzammil et al., 2025). 

 

Acharya et al. (2024) present HoneyTweet, a system that posts decoy wallet-support 

requests on Twitter and automatically interacts with responding technical-support 

scammers. By following the interactions, they identify links to scam websites, 

instructions to install remote-access tools and requests for wallet recovery phrases or 

transactions. Their analysis shows that scammers often use a combination of social-media 

accounts, messaging apps, websites and on-chain transactions, and that OSINT data from 

all these channels is necessary to reconstruct the full attack path (Acharya et al., 2024). 



41 
 

 

These systems illustrate that OSINT techniques at scale can be highly effective for 

discovering scam websites and for mapping scam campaigns. However, they typically 

focus on a particular vantage point, such as search-engine result pages, DNS streams or 

social-media interactions, and they do not formalise a general, reusable investigative 

framework that analysts can apply when given an arbitrary cryptocurrency website. 

 

2.4.6 LLM-based and knowledge-grounded detection 

 

Recent work has investigated the use of large language models for scam detection, 

particularly for fraudulent shopping websites. SCAMNET fine-tunes LLMs on website 

content and associated metadata in order to classify sites as fraudulent or legitimate 

(Bitaab et al., 2025a). The authors compare zero-shot and few-shot prompting strategies, 

as well as LLM-based approaches that incorporate the URL, rendered content and 

WHOIS information. Their findings indicate that even the best LLM-only setups struggle 

to match the performance of strong traditional models in some settings and that hybrid 

approaches which use LLMs as feature extractors or explanation generators can be more 

robust (Bitaab et al., 2025a). 

 

A related system, ScamMagnifier, focuses on fraudulent shopping website campaigns 

rather than individual pages. It uses large-scale crawling, clustering and OSINT on 

payment processors to identify merchant identifiers and infrastructure that link thousands 

of scam domains into larger campaigns (Bitaab et al., 2025b). The work underscores the 

value of connecting websites to financial and infrastructure data in order to understand 

scam ecosystems, and not just classifying single URLs. 

 

In the cryptocurrency domain, Li (2025) proposes a knowledge-grounded scam detection 

framework that uses retrieval-augmented LLMs for textual inputs such as project 

descriptions, social-media posts and user reports. The system retrieves relevant entries 
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from an external scam database and combines them with the input text, using a 

confidence-aware fusion mechanism and adaptive threshold optimisation to reduce 

hallucination and improve recall (Li, 2025). It achieves around 22 percent higher recall at 

equivalent precision compared with fixed-threshold baselines, reduces hallucination rates 

by a factor of more than four and retains about 89 percent of it is performance on 

emerging scam types (Li, 2025). 

 

Earlier work on knowledge-grounded and chain-of-thought frameworks, such as KGC-SD 

(Chen et al., 2023), combines dynamic retrieval from continuously updated scam 

databases with step-by-step reasoning in LLMs, which enhances transparency by forcing 

the model to articulate how retrieved facts support it is conclusions. The literature 

suggests that retrieval-augmented and knowledge-grounded LLMs are promising for 

providing evidence-backed judgements on whether a given text or address is associated 

with scams. 

 

However, these systems generally assume that suspicious entities have already been 

identified and indexed in relevant databases. They do not address how to carry out an 

OSINT investigation from the moment an analyst is handed a cryptocurrency website 

URL, through discovery of associated domains, addresses and accounts, to a final 

evidential assessment. Moreover, LLM-based methods depend on the completeness and 

quality of their external knowledge bases and can inherit biases or gaps from them. 
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2.5 Critical Comparison and Research Gap 
 

Bringing together the strands reviewed above, it is possible to introduce a conceptual 

comparison of the main classes of techniques relevant to cryptocurrency scam website 

detection. 

 

Technique Class Primary 
Strengths 

Primary 
Limitations 

Typical Data 
Sources 

List-based and 
Heuristic 

Fast, low false- 
positive rate on 
known threats 

Reactive; easily 
bypassed by URL 
modification 

Blacklists, 
URL entropy, 
HTML tags 

DNS, WHOIS 
and 
Infrastructure 

Identifies broad 
registration and 
hosting patterns 

Mainstream hosting 
adoption reduces 
discriminative 
power 

DNS logs, 
WHOIS 
records, IP 
geolocation 

Machine 
Learning 

Detects complex, 
non-linear 
patterns; high 
benchmark 
accuracy 

Opaque black-box 
outputs; vulnerable 
to concept drift 

PhishTank, 
UCI datasets, 
feature vectors 

Transaction and 
Address-Level 

Quantifies illicit 
on-chain 
behaviour 
precisely 

Operates below 
website layer; 
requires known 
addresses 

Blockchain 
transaction 
graphs, labelled 
addresses 

Large-scale 
OSINT 
Discovery 

Proactive; 
surfaces new 
scams at scale 

Scoped to specific 
data streams; no per- 
site investigation 
workflow 

DNS streams, 
search engine 
result pages 

Knowledge- 
grounded LLMs 

Explainable; 
strong at textual 
and content-level 
analysis 

Dependent on 
knowledge base 
quality; assumes 
entity already 
identified 

Social media, 
forums, 
retrieved scam 
databases 

 
Table 3: Critical comparison of scam detection techniques. 
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In summary form: 

 

 List-based and heuristic methods are simple and efficient and have low false 

positives on known scams. They are, however, largely reactive and easy for 

attackers to evade by modifying URLs or page content (Safi and Singh, 2023). 

 DNS, WHOIS and infrastructure analysis help to identify patterns such as 

newly registered or short-lived domains, suspicious registrars and hosting 

concentration. Yet the increasing use of mainstream infrastructure for scams 

reduces the usefulness of coarse indicators and infrastructure features by 

themselves (Safi and Singh, 2023; Muzammil et al., 2025). 

 Machine-learning and deep-learning classifiers can capture complex decision 

boundaries and have achieved very high accuracy on benchmark phishing datasets 

(often above 97 percent, with CNNs reaching up to 99.98 percent). They rely, 

however, on labelled training data that may not reflect current attack patterns, are 

vulnerable to concept drift and often act as opaque black boxes (Safi and Singh, 

2023). 

 Transaction- and address-level systems such as Real-CATS and ScamSweeper 

excel at quantifying illicit behaviour on blockchains and at discriminating criminal 

from benign addresses using graph-based features (Real-CATS, 2025; Li et al., 

2025). Nonetheless, they operate below the website layer and provide little 

guidance on how to investigate a suspicious domain that has not yet been tied to 

specific addresses or transactions. 

 Large-scale OSINT discovery systems like Loki and Crimson are powerful for 

surfacing new scams and for understanding their infrastructure at scale, but they 

are scoped to particular data streams and do not themselves specify a general 

investigative workflow an analyst should follow on a case-by-case basis 

(Muzammil et al., 2025; Paudel and Stringhini, 2026). 

 Knowledge-grounded LLMs and LLM-based detectors offer improved 

explainability and performance when sufficient knowledge is available and are 

particularly suitable for textual inputs (Li, 2025; Bitaab et al., 2025a). They 

typically treat detection as a classification or reasoning problem over an already 

constructed representation (for example a project description), and they depend on 

separate processes to populate and maintain their knowledge bases. 
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The literature therefore exhibits a clear split between classification-centric approaches 

that focus on accuracy against benchmark datasets and investigative or OSINT-centric 

work that focuses on discovery, campaign analysis or detailed case studies. For the 

specific problem of detecting fraudulent cryptocurrency websites, several gaps 

emerge: 

 

1. Lack of website-level OSINT frameworks. While OSINT is widely used in 

practice to investigate crypto scams, there is no widely accepted, structured 

framework that defines which open sources to consult, in what order, how to 

correlate indicators and how to document findings for a given website. Existing 

systems target either bulk domain discovery (Loki, Crimson) or address-level 

detection (Real-CATS, ScamSweeper) rather than structured, reusable 

website-level investigations (Muzammil et al., 2025; Real-CATS, 2025; Li et al., 

2025; Paudel and Stringhini, 2026). 

2. Insufficient integration of multi-channel data. Crypto scam campaigns span 

domains, hosting, wallets, contracts and social-media promotion. Many detection 

systems focus on a single channel and do not integrate indicators across these 

layers. Studies such as ScamMagnifier and HoneyTweet show the value of 

cross-linking websites to payment processors and social-media evidence, but their 

methodologies are tailored to specific scam types or platforms (Bitaab et al., 

2025b; Acharya et al., 2024). 

3. Explainability and evidential needs. For regulatory and legal contexts, it is not 

enough to label a website as a scam. Analysts must present evidence that can be 

inspected and, where necessary, defended in court. Black-box ML models and 

LLMs that do not explicitly link judgments to verifiable OSINT risks are limited 

in this regard. Knowledge-grounded approaches partly address this by grounding 

decisions in retrieved evidence, yet they still lack a defined investigative process 

for collecting that evidence systematically (Li, 2025; Chen et al., 2023). 

4. Practical, low-cost implementations. Much of the sophisticated work in 

transaction analysis and large-scale DNS monitoring depends on specialised 

infrastructure and access to proprietary data sources. There is a need for 

frameworks that can be implemented using publicly accessible tools and datasets, 

so that smaller organisations and individual analysts can benefit. 
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These gaps provide the justification for the present project, which seeks to design and 

evaluate a structured OSINT framework that operates at the cryptocurrency website level, 

systematically integrates diverse open sources, produces evidence-rich outputs and can be 

implemented using publicly available tools. This framework is intended to complement, 

rather than replace, existing classifiers and blockchain-analysis systems by providing a 

practical investigative layer that can feed into automated detection or be used for 

case-by-case assessments. 

 

2.6 Chapter summary 

The literature presents a consistent picture: the tools exist, but they operate in isolation. 

Machine-learning classifiers are accurate but reactive, dependent on labelled training 

data that quickly becomes outdated as attackers adapt. Blockchain-level systems are 

powerful but operate after funds have already moved, offering limited preventive value. 

Large-scale OSINT discovery tools such as Loki and Crimson surface scams efficiently 

but do not provide analysts with a structured process for investigating any given site in 

depth. LLM-based approaches offer improved explainability but depend on pre-indexed 

knowledge bases that require continuous maintenance to remain current. 

The gap this project addresses is specific: no structured, repeatable OSINT framework 

exists that guides an analyst from a suspicious cryptocurrency website URL through 

infrastructure, content, social media and blockchain evidence to a final evidential 

classification. Chapter 3 presents the design of CIOF in response to that gap. 
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Chapter 3: Methodology and OSINT Framework 

3.1 Introduction 
 

The primary goal of this research is to design, implement, and evaluate a structured Open 

Source Intelligence (OSINT) framework capable of classifying cryptocurrency websites 

with high precision. While traditional methods rely on reactive blacklists or narrow URL 

heuristics, the proposed framework (CIOF) employs a multi-layered investigative 

approach. This chapter outlines the research design, the technical architecture of the 

framework, the data collection strategy, and the metrics used for performance evaluation. 

 

The framework design was planned for completion by the end of February 2026. It ran 

slightly over schedule into mid-March due to iterative revisions to the CIOF architecture 

following early testing. 

 

3.2 Research Design: The Research Onion 
 

The research design follows Saunders et al.'s (2019) 'Research Onion' framework which 

is broadly consistent with the social research design principles described by Bryman 

(2016) and Creswell (2014). It forces you to justify every methodological choice from 

philosophy down to data collection technique, making the design coherent rather than 

arbitrary. 

 

3.2.1 Research Philosophy and Approach 

 

This research adopts a pragmatist approach. With cryptocurrency scams generating 

billions in annual losses, a framework that detects fraud reliably and produces evidence 

analysts can act on fulfils a clear practical need. The research is deductive: the research 

starts with the hypothesis that multi-channel OSINT correlation outperforms single- 

source URL heuristics, then it is tested against a labelled dataset. 
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3.2.2 Research Strategy: The Artifact as Research 

 

The primary strategy is applied research through the development of a technical artifact 

(the OSINT framework). The methodology is structured around the Intelligence Cycle, 

which includes five distinct phases: Planning, Collection, Processing, Analysis, and 

Dissemination. This ensures that the framework is not just a tool, but a systematic 

investigative process. 

 
Layer Choice Justification 
Philosophy Pragmatism CIOF is built as a detection tool that needs to work in 

the real world. If CIOF detects scams accurately and 
produces evidence analysts can use, that matters more 
than fitting a tidy philosophical box. 

Approach Deductive The research begins with a clear hypothesis: multi- 
channel OSINT correlation beats single-source URL 
heuristics. The experiment either supports that, or it 
does not. 

Strategy Artifact 
Design 

CIOF was built and tested on the 1,000-URL target 
dataset, with performance measured across four 
evaluation metrics. That is one way to prove a 
framework works, build it and test it. 

Time 
Horizon 

Cross- 
sectional 

This captures scam tactics as they exist in early 2026. 
The limitation is that scammers evolve fast, results 
may not hold in six months. A longitudinal study 
would be more robust but is beyond the scope of an 
undergraduate dissertation. 

Techniques Mixed 
Methods 

Accuracy, precision, recall, and F1 prove the 
framework works quantitatively. Qualitative case 
studies in Chapter 4 show how it works on real 
examples, which matters for analysts who need to 
understand why a site was flagged. 

 
Table 4: Methodological layers of research design.
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3.3 The investigative Process: The Intelligence Cycle 
 

To ensure the framework is operationally viable, the technical workflow is mapped to the 

five stages of the Intelligence Cycle (Hassan & Hijazi, 2018). This professional standard 

ensures that the framework remains repeatable and defensible for security analysts. 

 

1. Planning and Direction: Identifying the investigation parameters and the target 

cryptocurrency website URL. 

2. Collection: Systematically gathering raw data across technical, behavioral, social, 

and transactional channels. 

3. Processing: Normalizing the collected data, removing noise, and ensuring GDPR 

compliance by hashing any personally identifiable information (PII). 

4. Analysis and Production: Utilizing the Random Forest classifier to score 

indicators and cross-referencing extracted wallets against the Real-CATS criminal 

database (Real-CATS, 2025). 

5. Dissemination: Generating the final classification result (Legitimate, Suspicious, 

or Scam) with a clear evidential justification. 

Figure 5: Description of the Intelligence Cycle Diagram 
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3.4 The OSINT Framework Architecture 
 

The proposed framework, titled the Cryptocurrency Investigative OSINT Framework 

(CIOF), is designed to systematically ingest a target URL and produce a weighted risk 

score based on four intelligence layers. 

 

3.4.1 Layer 1: Infrastructure and Domain Intelligence 

 

This layer targets the technical foundation of the website. Key indicators include domain 

registration age, the use of WHOIS privacy shields, and hosting IP reputation. As 

identified by Paudel and Stringhini (2026), scammers often use mainstream hosting to 

blend in; therefore, this layer also looks for "shared infrastructure" where multiple 

high-risk domains resolve to the same server. 

 

3.4.2 Layer 2: On-Site Content and Behavioural Analysis 

 

Layer 2 moves inside the website itself. Once the domain is loaded in an isolated Python 

environment, the Requests library retrieves the raw HTML, which BeautifulSoup then 

parses to extract visible text and structural elements. Key indicators include the presence 

of wallet address strings (Bitcoin, Ethereum formats detected via regex), wallet-draining 

JavaScript, unrealistic return promises in the page copy, absence of legitimate company 

registration numbers or terms of service, and mismatches between the site's claimed 

identity and it is domain name. Content analysis also checks whether the site's metadata 

(title, description, keywords) matches it is visible content which is a common 

inconsistency in template-built scam sites. 

 
 

3.4.3 Layer 3: Off-Site Footprint and Social Proof 

 

Scams rely on perceived trust. This layer investigates social media promotion on 

platforms like X (formerly Twitter) and Telegram. Using techniques from the 

HoneyTweet study (Acharya et al., 2024), the framework searches for bot-driven 

promotional patterns and checks against established "warning lists" and victim reports on 

forums like Reddit. 
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3.4.4 Layer 4: Blockchain and Transactional Linkage 

 

This is the most critical layer for cryptocurrency scams. The framework attempts to 

extract wallet addresses (Bitcoin, Ethereum, etc.) embedded in the site. These addresses 

are then cross-referenced against the Real-CATS dataset (Real-CATS, 2025), which 

contains transaction profiles for over 90,000 criminal addresses. 

 
Figure 6: The CIOF Multi-Layered Data Collection Pipeline
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3.5 Data Sources and Collection Methodology 
 

All collection tools are free and publicly accessible, requiring no proprietary APIs, no 

paid subscriptions. This keeps CIOF usable by individual analysts or smaller 

organisations without enterprise budgets. 

 

3.5.1 Tools and Techniques 

 

The implementation uses Python 3.12 as the primary language due to it is extensive 

library support for OSINT (Van Rossum & Drake, 2009): 

 

Component Technology Purpose 

Language Python 3.12 Core logic and framework automation. 

Scraping Requests / BS4 Automated content and script analysis. 

Blockchain Wallet regex (re) Extracting embedded cryptocurrency wallet addresses from 
page content. 

Model Scikit-learn Training the Random Forest classifier. 

Database Pandas/CSV Managing the curated dataset of 1,000 URLs. 

 
Table 5: The CIOF Technical Stack 

 
3.5.2 Ethical and Secure Collection 

All automated scripts are executed within a dedicated Python virtual environment to 

isolate collection process. This provides an isolated environment to prevent the malicious 

"wallet-draining" code identified by Acharya et al. (2024) from compromising the host 

system. Furthermore, all data collection follows the "publicly available" principle 

established in Section 1.7.1. 
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3.6 Sampling and Dataset Construction 
 

The framework’s effectiveness is evaluated using a curated dataset of 1,000 URLs, split 

into two categories: 

 

1) Scam Dataset (n=500): Sourced from active blacklists such as PhishTank, 

OpenPhish, and criminal address labels from the Real-CATS project (Real-CATS, 

2025). 

2) Legitimate Dataset (n=500): Sourced from highly ranked financial and 

cryptocurrency sites (e.g., Coinbase, Binance, Etherscan) to ensure the model can 

distinguish between high-quality legitimate dashboards and high-quality 

fraudulent ones. 

 

3.7 Classification Model Design: Random Forest 
 

Random Forest was selected as the classifier for three reasons. First, it is well-proven. 

Random Forest was originally established as a high-performing ensemble classifier by 

Breiman (2001) and has since been consistently validated in the security domain, with 

Safi and Singh (2023) confirming it as the most frequently top-performing algorithm 

across phishing detection studies, regularly achieving 97--99% accuracy. Second, it is 

interpretable: feature importance rankings show exactly which OSINT indicators drove 

each decision (domain age, wallet presence, etc.), which matters for analysts who need to 

explain a flagged site to a regulator or court. Third, it handles mixed feature types and 

moderate dataset sizes (n=1,000) without overfitting the way deep learning models do. 

 

3.7.1 Knowledge-Grounded Reasoning 

 

Inspired by the KGC-SD framework (Chen et al., 2023), the model incorporates a 

"knowledge-grounded" step. If a site is labeled as "Suspicious," the system triggers an 

automated search for the extracted wallet addresses in external victim databases, reducing 

"hallucinations" and providing a transparent evidential trail for the analyst. 
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Category Indicator Weighting Source 
Infrastructure Domain Age < 30 days High WHOIS API 
Infrastructure Shared IP with known 

scams 
Medium Passive DNS 

Content Wallet-draining JS 
found 

Critical Requests/BS4 

Off-Site Negative sentiment on 
Reddit 

Medium Scoped to future 
work 

Blockchain Address match in Real- 
CATS 

Critical Real-CATS 
Dataset 

 
Table 6: Taxonomy of weighted OSINT indicators used in the CIOF model 

 

3.8 Evaluation Metrics 
 

To provide a rigorous evaluation of the CIOF model, performance will be measured using 

a confusion matrix and four primary metrics. 

 

Confusion matrix: This matrix provides a conceptual foundation by mapping the 

predictions of the model against the known ground truth labels of the curated dataset. 

 
 Actual: Scam Actual: Legitimate 

Predicted: Scam True Positive (TP) False Positive (FP) 
Predicted: Legitimate False Negative (FN) True Negative (TN) 

 
Table 7: Conceptual Confusion Matrix for Website Collection. 
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The four outcomes defined within this matrix are utilized to calculate the specific 

performance indicators required for a comprehensive forensic analysis. These metrics 

ensure that the framework is evaluated not only on its raw accuracy but also on its 

reliability and its ability to detect elusive threats. 

 

 Precision: Measures the accuracy of "Scam" predictions to ensure legitimate sites 
are not wrongly flagged: 

Precision = 
𝑇𝑃 

𝑇𝑃 + 𝐹𝑃 

 

 Recall: Measures the framework's ability to capture all active scams: 

Recall = 
𝑇𝑃 

𝑇𝑃 + 𝐹𝑁 

 

F1-Score: The harmonic mean of precision and recall, essential for datasets where 
the cost of a false negative is high: 

 
F1-Score = 2 𝑥 

𝑃𝑟𝑒𝑐𝑖𝑠𝑐𝑖𝑜𝑛 𝑥 𝑅𝑒𝑐𝑎𝑙𝑙 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑚 + 𝑅𝑒𝑐𝑎𝑙𝑙 

 

 Accuracy: The overall percentage of correctly classified domains: 

Accuracy = 
𝑇𝑃 + 𝑇𝑁 

𝑇𝑜𝑡𝑎𝑙 

3.9 Chapter Summary 
 

To recap what Chapter 3 covered: A pragmatist, deductive, experimental approach was 

chosen. CIOF collects evidence across four layers: infrastructure, content, social media, 

and blockchain. A Random Forest classifier combines those signals, and Real-CATS 

provides ground-truth criminal wallet addresses to cross-reference. Everything runs inside 

an isolated python environment using free, publicly available tools. Chapter 4 presents the 

results of running CIOF against the 1,000-URL target dataset. 
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Chapter 4: Data Analysis and Results 

4.1 Introduction 

This chapter presents the empirical findings from the experimental evaluation of the 

Cryptocurrency Investigative OSINT Framework (CIOF). Having established the 

theoretical pipeline, feature taxonomy and evaluation metrics in Chapter 3, the research 

moved into an active testing phase where OSINT indicators collected across four 

intelligence layers were used to train and evaluate a Random Forest classifier against a 

labelled dataset of cryptocurrency website URLs. 

The analysis does not limit itself to reporting accuracy figures. It examines the quality 

and composition of the dataset, the performance of the classifier across multiple metrics, 

the relative importance of individual OSINT signals, and what three specific case 

investigations reveal about how the framework behaves on real-world examples. Each 

finding is linked back to the research questions established in Chapter 1, and constraints 

encountered during implementation are addressed honestly rather than omitted. The 

chapter concludes by positioning these results within the broader landscape of detection 

approaches reviewed in Chapter 2. 

Data collection and implementation were set out to be completed by the end of March 

2026. Due to the volume of offline scam URLs encountered during collection, this 

chapter was completed at the beginning of April 2026. 

4.2 Dataset Statistics and Data quality 

The initial target dataset of 1,000 URLs was drawn from active blacklists including 

PhishTank and OpenPhish for scam sites, supplemented by confirmed legitimate 

cryptocurrency platforms sourced from established exchanges, wallet providers and 

blockchain explorers. The final collected dataset comprised 875 URLs. This shortfall 

reflects a well-documented operational reality in scam-detection research: fraudulent 

websites have short lifespans and are frequently deactivated before systematic collection 

can be completed. Muzammil et al. (2025) document this pattern extensively in the 

Crimson study, where continuous DNS monitoring revealed that scam operators routinely 

rotate infrastructure to evade detection, abandoning domains within days or weeks of 

deployment. 

Of the 875 URLs, 445 were unreachable at the time of collection. This finding carries 

evidential weight beyond being a simple data quality note. It demonstrates that the scam 
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ecosystem produces a high volume of short-lived, disposable domains, which is precisely 

the kind of infrastructure-level behaviour that CIOF was designed to flag through Layer 1 

analysis. Paudel and Stringhini (2026) make a similar observation in their work on toxic 

search queries: the sites their system discovers are often already rotating or offline by the 

time follow-up analysis occurs, reinforcing the need for proactive, multi-signal 

frameworks rather than reactive blacklists. 

The final usable dataset comprised 501 scam URLs and 374 legitimate URLs. The 

imbalance towards scam sites reflects the real-world composition of active blacklists, 

where fraudulent cryptocurrency websites significantly outnumber legitimate ones. An 

80/20 train-test split with stratified sampling produced a training set of 700 URLs and a 

held-out test set of 175, preserving the class ratio across both partitions 

 

 
Figure 7: Distribution of scam versus legitimate labels(left) and site availability at collection time(right) 
across the 875-URL dataset 
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4.3 Classification performance results 

The Random Forest classifier was trained on 700 instances using 15 OSINT-derived 

features spanning infrastructure, content, off-site and blockchain intelligence layers. 

Performance was then assessed on the 175-instance test set. Table 4.1 presents the core 

evaluation metrics. 
 

Metric Score 

Accuracy 0.9143 

Precision 0.9293 

Recall 0.9200 

F1-Score 0.9246 

Table 8: Summary of CIOF Random Forest classification performance on the 175-URL test set. 

The model achieved 91.4% overall accuracy across both classes. Precision of 92.9% 

means that when CIOF labelled a site as fraudulent, it was correct in approximately 93 

out of every 100 cases, keeping the false positive rate low and reducing the risk of 

legitimate platforms being wrongly flagged. Recall of 92% indicates that the framework 

successfully identified 92% of all confirmed scam sites in the test set, catching the large 

majority of threats present. The F1-score of 92.5% confirms the balance between these 

two outcomes. In a scam-detection context, both directions of error carry practical costs: 

false positives erode trust in the tool among analysts, and false negatives allow active 

threats to pass undetected. An F1 close to 0.93 indicates that CIOF handles both failure 

modes responsibly. 
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Figure 8: Confusion matrix showing the distribution of correct and incorrect classifications across the 175- 
URL test set. 

The confusion matrix provides a granular breakdown. Of 100 scam sites in the test set, 92 

were correctly identified and 8 were missed. Of 75 legitimate sites, 68 were correctly 

classified and 7 were wrongly flagged as scams. The 8 false negatives are the more 

operationally concerning category: these are active scam sites that CIOF would not flag 

for an analyst. Inspection of these cases indicates that most involved sites which were 

reachable but carried minimal detectable OSINT content at collection time, likely recently 

deployed pages with little on-site material and no embedded wallet addresses, making 

them harder to distinguish from sparse but legitimate sites. 
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Figure 9: Visual summary of CIOF classification performance across the four primary evaluation metrics 
 

4.3.1 Three-class Risk Classification 

CIOF was designed to produce three risk levels rather than a binary output, in order to 

give analysts a graduated, actionable assessment rather than a hard yes-or-no decision. 

This was implemented using the classifier's predicted probability output. Sites with a 

scam probability above 0.75 were classified as Scam, those between 0.40 and 0.75 as 

Suspicious, and those below 0.40 as Legitimate. This approach is consistent with the 

confidence-aware output mechanisms described by Li (2025), where graduated thresholds 

reduce over-confident labelling and provide a more useful basis for human decision- 

making. 
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Applied to the 175-site test set, the distribution was as follows: 
 

Classification Count 

Legitimate 69 

Suspicious 11 

Scam 95 

 
Table 9: Three-class risk classification output across the 175-URL test set 

 

 

 
Figure 10: Distribution of CIOF Legitimate , Suspicious and Scam classification across the test set. 

The 11 sites classified as Suspicious represent a genuinely useful operational output. 

These are cases where the model detected enough signals to raise concern but not enough 

to confirm fraudulent activity with high confidence. For an analyst, this category indicates 

sites requiring manual review rather than immediate blocking or dismissal, which is the 

kind of graduated, evidence-grounded output the framework was designed to produce in 

contrast to the binary, opaque outputs of many automated classifiers (Bitaab et al., 

2025a)
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4.4 Comparative Performance Analysis 

The 91.4% accuracy achieved by CIOF is lower than the 97 to 99 percent figures 

commonly reported for Random Forest classifiers applied to generic phishing datasets. 

This difference is expected and requires proper contextualisation rather than being treated 

as a weakness. 

Those benchmark results are generated on large, purpose-built datasets, often tens of 

thousands of instances, with well-engineered URL and HTML features drawn from 

PhishTank and Alexa top-sites lists. CIOF operated on 875 live-collected URLs where a 

significant proportion returned no content, WHOIS lookups failed on deregistered 

domains, and the feature set was designed around OSINT breadth rather than URL-string 

optimisation. The task is harder, and the dataset is noisier. 

More meaningful comparisons come from systems operating in the cryptocurrency 

domain. ScamSweeper, which detects illegal accounts in Web3 transaction networks 

using structure-temporal graph modelling, reports a base weighted F1-score of 

approximately 0.59 before improvements (Li et al., 2025). CIOF's F1 of 0.92 is 

substantially higher, though the two systems address different layers of the same problem: 

ScamSweeper analyses post-deposit on-chain behaviour, whereas CIOF operates at the 

website level before any transaction has taken place. 

SCAMNET demonstrates that fine-tuned large language models can detect fraudulent 

shopping websites with strong accuracy on temporal datasets, but requires significant 

computational infrastructure and operates on rendered website content at scale (Bitaab et 

al., 2025a). The knowledge-grounded detection framework described by Li (2025) 

achieves around 22 percent higher recall than fixed-threshold baselines, but it 

presupposes that suspicious entities have already been identified and indexed in an 

external knowledge base. Neither system addresses how to investigate an unknown URL 

from scratch using only publicly available tools, which is the specific gap CIOF fills. 

The Real-CATS dataset pairs over 90,000 criminal and benign cryptocurrency addresses 

with rich transaction profiles to support address-level classifier training (Real-CATS, 

2025). The scale of that dataset reflects the relative abundance of on-chain ground truth 

compared with labelled website-level data, which remains scarce and difficult to 

construct. CIOF's 875-URL dataset is modest, but cryptocurrency website labels must be 

verified against known scam registries and blacklists rather than extracted from 
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transaction records, making dataset construction substantially more labour-intensive. 

Taken together, these comparisons position CIOF as a complementary tool rather than a 

direct competitor to existing systems. It trades raw scale for investigative depth, 

producing structured, per-site evidence rather than aggregate statistics, and targets the 

website investigation layer that the broader ecosystem currently leaves underserved 

(Muzammil et al., 2025; Paudel and Stringhini, 2026). 

 

4.5 OSINT Feature Importance and Qualitative Findings 
4.5.1 Feature Importance Analysis 

 

 
Figure 11: Relative importance of each OSINT feature to the CIOF Random Forest classification decision. 

The feature importance rankings produced by the model reveal several findings with 

direct implications for the framework design and for the research questions. Site 

reachability was the single most predictive feature by a substantial margin. This reflects 

the composition of the training data: offline sites were predominantly from the scam 

class, consistent with Muzammil et al.'s (2025) documentation of rapid infrastructure 

rotation among scam operators. Whilst this signal is genuine, it also represents a 
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limitation discussed in Section 4.6, as a newly deployed active scam site would not 

trigger this indicator. 

URL length ranked second. Scam sites in the dataset consistently used longer, more 

elaborate domain names designed to mimic legitimate services, a pattern Paudel and 

Stringhini (2026) identify as characteristic of scam sites surfaced through toxic search 

queries, where operators construct domains that appear credible at a glance. 

Privacy policy presence ranked third. The consistent absence of privacy policies across 

scam sites supports Acharya et al.'s (2024) observation that fraudulent cryptocurrency 

platforms typically build minimal legitimate infrastructure, relying on social engineering 

and visual imitation rather than substantive legal or procedural content. Hyphen count 

followed as the fourth most important feature. The tendency of scam domains to use 

hyphens for impersonation, for example combining a legitimate brand name with 

additional terms to construct a deceptive URL, is well-documented in the phishing 

literature and appears clearly in this dataset. 

Bitcoin wallet address presence ranked fifth. The detection of BTC address strings 

embedded in page content directly validates the Layer 4 OSINT approach. Acharya et al. 

(2024) document how technical support scam sites instruct victims to send funds directly 

to wallet addresses visible on the page, and the presence of these strings in raw HTML 

proved a reliable discriminator in the CIOF evaluation. 

Domain age features scored near zero in importance despite their theoretical relevance. 

Bitaab et al. (2025b) note that sophisticated scam campaign operators increasingly use 

aged or privacy-protected domains to avoid simple age-based detection. Beyond this, the 

more immediate explanation is that WHOIS lookups failed for a large proportion of 

offline domains, returning no creation date. This is an implementation constraint rather 

than evidence that domain age is conceptually unimportant, and is identified as a priority 

for improvement in Chapter 5. 
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4.5.2 Qualitative Case Studies 

Three specific cases from the test set are examined here to illustrate CIOF's behaviour at 

the individual investigation level and to contextualise the quantitative results. 

Case Study 1: kraken-secure-login.com (True Positive, Scam Probability: 1.00) 

This URL exemplifies impersonation-based cryptocurrency fraud. The domain embeds 

"kraken", the name of a major legitimate exchange, within a longer string constructed to 

appear authentic to a casual reader. At the time of collection, the site was offline, WHOIS 

lookup returned no creation date, no privacy policy was detected and no trust indicators 

were present across any of the four OSINT layers. The classifier assigned a scam 

probability of 1.00. 

From a pure OSINT investigative standpoint, the domain name structure alone raises an 

immediate flag: legitimate services do not append phrases like "secure-login" to their own 

domain. The absence of any content indicators across all four layers, combined with the 

URL-level signal, makes this a straightforward classification and illustrates how CIOF's 

multi-layer approach handles clear-cut cases efficiently. 

Case Study 2: coinfirm.com (True Negative, Scam Probability: 0.00) 

Coinfirm is a legitimate blockchain analytics company operating in the cryptocurrency 

compliance space. The site was reachable at collection time, a privacy policy was present, 

no cryptocurrency wallet addresses were embedded in page content, and no suspicious 

keywords were detected. URL length was within normal range, and the domain carried no 

impersonation indicators. The classifier assigned a scam probability of 0.00. 

This case demonstrates that CIOF does not over-trigger cryptocurrency-related content. 

A site can operate legitimately in the crypto space, discuss blockchain transactions and 

use financial terminology without generating false alarms, because the discriminating 

signals lie in the combination of missing trust indicators and the presence of operational 

scam features, not simply in the domain's subject matter. 

Case Study 3: rebellios.com (False Positive, Scam Probability: 0.46) 

This case illustrates the primary failure mode present in the current implementation. The 

site carries a legitimate label in the dataset but was predicted as Scam. It was offline at the 

time of collection and no privacy policy was detected, both features that the model 

associates strongly with the scam class based on training data patterns. The 
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misclassification stems from the heavy weighting of site reachability: legitimate sites that 

are temporarily offline, undergoing maintenance or simply inactive are exposed to this 

type of error. 

This finding points to a known limitation of using availability as a proxy for legitimacy. 

Emeto et al. (2025) note that benign blockchain-related sites can exhibit low availability 

for a range of non-fraudulent reasons, including expired hosting plans or domain 

migrations. Future iterations of CIOF should incorporate historical availability data from 

sources such as the Wayback Machine or passive DNS records to distinguish genuine 

deactivation from temporary downtime. 
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4.6 Chapter Summary 

CIOF achieved 91.4% accuracy, 92.9% precision, 92% recall and an F1-score of 92.5% 

on the 875-URL evaluation dataset. These results support the central hypothesis of this 

project: that multi-layer OSINT correlation produces a reliable and interpretable basis for 

cryptocurrency website classification using only publicly accessible tools and data 

sources. 

Several implementation constraints affected the evaluation and are documented here. 

Domain age features underperformed due to WHOIS lookup failures on offline domains, 

a limitation that future work should address through passive DNS integration. The 

Requests library was used in place of Selenium for content retrieval, which proved 

sufficient for static content analysis but would not capture JavaScript-rendered content on 

more sophisticated sites. Layer 3 social media monitoring, planned in the original 

framework design, was descoped due to API access constraints affecting both Telegram 

and Reddit at scale, and is identified as a priority for future development. The final 

dataset of 875 URLs fell short of the 1,000 target due to the rapid deactivation of scam 

domains, a finding that is itself consistent with the literature and reinforces the case for 

proactive detection frameworks. 

Despite these constraints, the qualitative case studies confirm that CIOF produces 

investigatively meaningful outputs. Each classification is tied to specific, inspectable 

OSINT feature values rather than an opaque model score, which addresses the 

explainability gap identified in Chapter 2 as a core limitation of black-box machine-

learning approaches (Li et al., 2025; Bitaab et al., 2025a). Chapter 5 interprets these 

findings against the four research questions and considers the practical implications for 

analysts, regulators and future research directions. 
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Chapter 5: Discussion 

5.1 Introduction 

The previous chapter presented the empirical performance of CIOF: 91.4% accuracy, 

92.9% precision, 92% recall and an F1-score of 92.5% across a live-collected dataset of 

875 labelled cryptocurrency website URLs. Those numbers are meaningful, but they only 

tell part of the story. This chapter steps back from the metrics and asks what they actually 

mean, or the research questions, for the broader field of scam detection, and for anyone 

who might want to use a framework like CIOF in practice. 

The discussion is structured around the four research questions established in Chapter 1. 

Each one is addressed in turn, drawing on both the empirical findings and the literature 

reviewed in Chapter 2. The chapter then reflects on what CIOF does well, where it falls 

short, and what a future version might look like if the constraints of an undergraduate 

project were removed. 

The discussion was written in April 2026, consistent with the planned timeline. 

5.1 RQ1: What are the principal strengths and limitations of existing detection 

techniques? 

The literature review in Chapter 2 identified a consistent pattern across detection 

approaches. Each method works well within its own lane but struggles when asked to do 

more. Blacklists catch known scams quickly and cheaply but are useless the moment a 

domain changes. 

Machine learning classifiers have pushed accuracy well above 97 percent on benchmark 

datasets like PhishTank (Safi and Singh, 2023), but those results rest on clean, purpose-

built data that does not reflect the messiness of real-world crypto-scam URLs. 

Blockchain-level systems like ScamSweeper and Real-CATS are impressive for what 

they do, but they require that a scam has already left an on-chain trace before detection 

can happen (Li et al., 2025; Real-CATS, 2025). And large-scale discovery tools like 

Crimson and Loki surface new scam domains at volume but do not tell an analyst what to 

do once a suspicious URL has been flagged (Muzammil et al., 2025; Paudel and 

Stringhini, 2026). 

The pattern that kept appearing in the literature was fragmentation: strong tools that do 

not talk to each other, operating at different points in the scam lifecycle, with no shared 
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investigative framework to pull them together. That fragmentation is the main thing CIOF 

was designed to address. 
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Technique Primary 
Strength 

Core Limitation How CIOF Responds 

Blacklists and 
heuristics 

Fast, low false- 
positive rate on 
known scams 

Reactive, useless 
against new or modified 
domains 

Layer 1 WHOIS and 
URL analysis flags new 
domains before they 
appear on any list 

DNS and 
WHOIS 
analysis 

Identifies 
suspicious 
registration 
patterns 

Scammers increasingly 
use mainstream hosting, 
reducing discriminative 
power 

Combined with content 
and blockchain layers so 
no single signal carries 
the classification alone 

Machine 
learning 
classifiers 

High accuracy 
(97-99%) on 
benchmark 
datasets 

Opaque black-box 
outputs; trained on 
clean data that does not 
reflect live crypto scam 
URLs 

Random Forest with 
OSINT features 
produces feature 
importance rankings that 
explain every decision 

Transaction 
and address- 
level detection 

Precise 
quantification of 
illicit on-chain 
behaviour 

Requires an on-chain 
trace to exist, 
ineffective before any 
transaction has occurred 

Layer 4 wallet 
extraction flags sites 
before funds are ever 
sent 

Large-scale 
OSINT 
discovery tools 

Surfaces new 
scam domains at 
volume 

Designed for bulk 
discovery, not per-site 
investigation, no 
structured workflow for 
analysts 

CIOF provides a four- 
layer investigative 
workflow applicable to 
any individual URL 

LLM-based 
and knowledge- 
grounded 
systems 

Explainable, 
strong on textual 
content 

Assumes entity is 
already identified and 
indexed, does not 
specify how to 
investigate from scratch 

CIOF starts from a URL 
and collects evidence 
systematically before 
any classification is 
made 

Table 10: Comparison of existing detection approaches and CIOF’s response to each limitation. 
 
 

5.2 RQ2: Which OSINT indicators proved most informative? 

The feature importance results from Section 4.5.1 give a clear answer to this question, 

though with some caveats that are worth discussing carefully. 

Site reachability came out as the single most predictive feature by a large margin. Scam 

sites in the dataset were disproportionately offline by the time of collection, which makes 

sense, given that fraudulent domains have short operational windows before they get 
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blacklisted or abandoned. That signal is genuine, but it comes with a risk: a legitimate site 

that happens to be down for maintenance would trigger the same flag. The model has no 

way to distinguish between "gone offline because it was a scam" and "temporarily 

unavailable because of server issues." This is acknowledged as the primary driver of the 7 

false positives seen in the confusion matrix. 

URL length and hyphen count ranked second and fourth respectively. Both reflect a well- 

documented typosquatting pattern where scam operators build long, hyphenated domains 

designed to mimic legitimate brands, "binance-verify.net" being a textbook example from 

the qualitative case studies. Acharya et al. (2024) document exactly this behaviour in their 

analysis of technical support scam infrastructure, so the finding aligns with the broader 

literature. 

Privacy policy presence ranked third. This is a simple content-layer check, but it proved 

genuinely useful. Legitimate cryptocurrency platforms invest in legal infrastructure; scam 

sites generally do not. The absence of a privacy policy is not proof of fraud on its own, 

but in combination with other signals it carries real weight. 

Bitcoin wallet address presence came fifth. Finding an embedded wallet address in a site's 

HTML is a direct Layer 4 indicator, it means the site is asking visitors to send funds 

somewhere. That is behavioural evidence of intent, not just a structural characteristic of 

the URL. This validates the CIOF design principle that content-layer and blockchain-

layer signals should be examined together rather than in isolation. 

Domain age, perhaps surprisingly, contributed almost nothing. This is mainly an 

implementation issue rather than a conceptual one. WHOIS lookups failed for a large 

proportion of offline domains, so the classifier had no data to work with. The feature is 

theoretically sound, newly registered domains are a well-established scam indicator (Safi 

and Singh, 2023; Felegyhazi et al., 2010) and future implementations should address this 

through passive DNS historical data rather than live WHOIS queries. 
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Figure 12: CIOF feature importance rankings with investigative annotations. Features are ranked by their 
contribution to the Random Forest classification decision. 
 

Taken together, the feature importance rankings suggest that CIOF's most reliable signals 

are passive rather than active. Site reachability, URL structure and presence or absence of 

legal infrastructure are all observable without any interaction with the site. Only wallet 

address detection requires reading page content. This matters practically: it means CIOF 

can produce a preliminary risk score from URL-level and WHOIS data alone, before any 

content scraping takes place, which reduces both the time required for initial triage and 

the risk of triggering any server-side detection mechanisms on sites that are actively 

monitoring for investigation activity. 

5.2 RQ3: How effectively does CIOF integrate indicators into a structured workflow? 

The answer here is partially yes, with honest acknowledgements of where the 

implementation fell short of the design. 

The four-layer architecture worked as intended at Layers 1 and 2. Infrastructure-level 

features (domain age, URL structure, TLD analysis) and content-level features (wallet 

detection, keyword scanning, trust indicator presence) were both automated and 

contributed meaningfully to the classifier. The integration of these two layers through a 

single Python pipeline, feeding into a Random Forest with 15 combined features, 
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produced results that are competitive with purpose-built phishing classifiers despite 

operating on a significantly smaller and noisier dataset. 

Layer 3 (social media and off-site footprint) was the main gap. The original design 

specified Reddit sentiment analysis via PRAW and Telegram monitoring, but API access 

constraints made full automation impractical within the scope of this project. The Reddit 

feature was included as a placeholder but returned minimal data for the sites in the 

dataset. Telegram access was not implemented. This is a genuine limitation that affects 

the framework's coverage of promotion-driven scams, pig-butchering operations and 

high-yield investment platforms rely heavily on social media channels, and a framework 

that cannot see that layer is missing an important signal (Acharya et al., 2024). 

Layer 4 (blockchain linkage) delivered what it could. Wallet address regex extraction 

identified embedded BTC and ETH addresses in page content, which proved to be one of 

the stronger discriminating features. The planned cross-referencing against the Real-

CATS criminal address database was not fully integrated in this version, though the 

feature architecture was designed to accommodate it. Even without that lookup, wallet 

address presence alone contributed meaningfully. 

Despite these gaps, the Intelligence Cycle mapping described in Chapter 3 did hold up in 

practice. The framework produced a structured, inspectable output for each URL rather 

than just a confidence score. The three-class classification (Legitimate, Suspicious, Scam) 

gave analysts a graduated output to work with, the 11 sites classified as Suspicious in the 

test set represent exactly the kind of borderline cases that would benefit from human 

review, rather than automatic blocking or dismissal. 

The Intelligence Cycle mapping described in Chapter 3 held up well in practice. The five-

phase structure of Direction, Collection, Processing, Analysis and Dissemination 

translated directly into the CIOF pipeline: the target URL defines direction, the four-layer 

extraction handles collection and processing, the Random Forest provides analysis, and 

the three-class output serves as the dissemination to the end user. This alignment 

confirms that borrowing established intelligence tradecraft as an organising framework 

for technical OSINT tooling is a viable and productive approach, and one that future 

researchers building similar tools should consider as an alternative to purely algorithmic 

design frameworks. 
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5.4 RQ4: How effective is CIOF overall? 

Quantitatively, CIOF performed well for what it is: a prototype built on publicly available 

tools, tested on a live-collected dataset where roughly half the scam URLs had already 

gone offline. The 91.4% accuracy and 92.5% F1-score compare reasonably against 

ScamSweeper's baseline weighted F1 of approximately 0.59 (Li et al., 2025) and hold up 

against the context of generic phishing classifiers, which hit 97 to 99 percent on clean 

benchmark data but have never been evaluated on the kind of multi-source OSINT 

features CIOF uses (Safi and Singh, 2023). 

System Primary task F1 / Accuracy Data type 

CIOF (this work) Website-level OSINT 
classification 

F1: 0.925, Acc: 
91.4% 

Live-collected 
URLs 

Random Forest (Safi 
& Singh, 2023) 

Generic phishing 
detection 

Acc: 97-99% PhishTank 
benchmark 

ScamSweeper (Li et 
al., 2025) 

Web3 account 
detection 

F1: 0.59 
(baseline) 

Ethereum 
transaction graph 

Li (2025) RAG 
framework 

Textual scam 
detection 

~22% recall gain 
vs baseline 

Social media / 
project descriptions 

Crimson (Muzammil 
et al., 2025) 

Bulk domain 
discovery 

Not reported as 
F1 

DNS stream 

Table 11: Comparative positioning of CIOF against related work. 

The comparison that matters most here is not the accuracy number in isolation, it is what 

CIOF produces alongside that number. Unlike a black-box classifier, every CIOF 

classification comes with the feature values that drove it: which layer flagged the site, 

what was found in the HTML, whether a wallet address matched known criminal 

patterns. That kind of output is what regulators and investigators actually need, and it is 

something the opaque ML models discussed in Chapter 2 cannot provide. 

Qualitatively, the three case studies in Section 4.5.2 illustrated both the framework's 

strengths and its failure modes. kraken-secure-login.com was a clean true positive, every 

layer agreed, and the domain name alone was enough to raise alarm. coinfirm.com was a 

clean true negative, demonstrating that the framework does not over-flag legitimate 

crypto businesses. rebellios.com as a false positive exposed the over-reliance on site 

reachability. That is a solvable problem with passive DNS history or Wayback Machine 

integration; it is not a fundamental flaw in the framework design. 
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5.5 Practical Implications 

The people most likely to benefit from CIOF fall into three broad groups, and the 

framework means something slightly different to each of them. 

For a working security analyst, the main value is not the accuracy score. It is having a 

structured place to start. Right now, investigating an unknown cryptocurrency URL 

typically means jumping between WHOIS tools, blockchain explorers, social media 

searches and gut instinct. CIOF does not replace that judgment, but it organises the 

process, so the output is a documented record rather than a set of browser tabs. That 

matters if the finding ever needs to be justified to a manager, passed to law enforcement, 

or written up as a report. 

Regulators and consumer protection bodies face different problems. They need to act 

proportionately, because over-blocking legitimate platforms create its own legal and 

reputational risks. The three-class output addresses this directly. A site classified as 

Suspicious is not the same as a confirmed scam and treating them differently is the right 

call. Binary classifiers do not give that option. 

The third group is perhaps the most overlooked: smaller organisations that do not have 

enterprise infrastructure. Commercial tools like Crimson require continuous DNS stream 

processing (Muzammil et al., 2025). ScamSweeper needs access to large-scale Ethereum 

transaction graphs (Li et al., 2025). CIOF was deliberately built on free, publicly 

accessible tools. A fraud prevention charity, a small cybersecurity team or a university 

research group can run it on a standard laptop without a budget. 



76 
 

 
Figure 13: CIOF three-class risk classification output and operational decision pathways. 

 

5.6 Limitations 

There are four limitations worth being upfront about. 

The dataset is small. 875 URLs is enough to demonstrate the concept works, but it is not 

enough to claim the results generalise broadly. The class split (501 scam URLs to 374 

legitimate) was not balanced by design, and with nearly half the scam URLs already 

offline at collection, the training data skews towards sites that have already been caught. 

A follow-up study with a larger, more evenly distributed dataset collected across multiple 

time periods would produce much more reliable performance estimates. 

The results are also time stamped. The model captures how scam infrastructure looked in 

early 2026. Scam operators are not static; they change their hosting providers, domain 

structures and content patterns as detection improves. What worked here may not work in 

six months without retraining on fresh data. That is not unique to CIOF, but it does need 

to be said. 

Layer 3 remains the biggest gap in the framework. Crypto scams do not exist in isolation. 

They rely on Telegram channels, Reddit posts and Twitter promotions to reach victims. 

CIOF cannot currently analyse any of that, which means a site could score clean across 

all four layers and still be actively defrauding people through social media channels. That 

is a real blind spot. 

The last limitation is the reachability problem. The model learned that offline sites tend to 
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be scams, which is statistically true in this dataset. But that same logic means a brand new 

scam site, freshly launched and very much online, scores lower suspicion simply because 

it is reachable. The sites that need detecting most urgently are arguably the ones this 

approach handles least well. 

5.7 Chapter Summary 

CIOF produced competitive classification performance on a challenging, live-collected 

dataset and demonstrated that multi-source OSINT correlation can support explainable, 

evidence-grounded cryptocurrency website detection. The four research questions have 

been addressed. RQ1 confirmed that existing approaches are fragmented and each has a 

clear scope limitation. RQ2 identified site reachability, URL structure and privacy policy 

presence as the strongest discriminators, with domain age underperforming due to 

implementation constraints. RQ3 showed that the four-layer workflow integrated well at 

Layers 1 and 2, with social media monitoring remaining the main outstanding gap. RQ4 

confirmed an F1 of 0.925 on the evaluation set, with qualitative case studies providing 

investigative context that raw metrics alone cannot capture. 

Chapter 6 draws these threads together, evaluates how far the original aim and objectives 

were met, and proposes the most productive directions for extending this work. 
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Chapter 6: Conclusion and Future Work 

6.1 Did the Project Meet its Aim? 

The aim of this project was to design and evaluate a structured Open Source Intelligence 

framework for detecting fraudulent cryptocurrency websites. That aim has been met. 

CIOF exists, it was tested on real data, and it produced results that hold up to scrutiny. 

Whether those results are good enough to be practically useful in the wild is a more 

complicated question, but as a research contribution at undergraduate level, the work does 

what it set out to do. 

The five objectives from Chapter 1 provide a clearer way to evaluate this. 

 

Objective Description Status Evidence 

1 Critical literature review 
of detection techniques 

Met Chapter 2 covers six categories of 
technique with critical comparison 

2 Identify and catalogue 
OSINT indicators 

Met with 
caveats 

15 features extracted; domain age 
underperformed due to WHOIS 
failures 

3 Design a structured, 
repeatable OSINT 
workflow 

Met Four-layer CIOF architecture 
implemented and mapped to 
Intelligence Cycle 

4 Implement a prototype 
classifier 

Met Random Forest trained on 700 URLs; 
91.4% accuracy, F1 0.925 on test set 

5 Evaluate and reflect on 
limitations 

Met Quantitative metrics, comparative 
analysis, three case studies, limitations 
chapter 

Table 12: Assessment of project objectives against outcomes. 

The conclusion was completed in May 2026 during the final week of the project. 

6.2 Reflections on Project Management 

The individual Agile-inspired approach described in Chapter 1 worked well in practice, 

probably better than a rigid plan would have. The project evolved as understanding of the 

literature deepened and as the realities of live data collection became clear. The original 

target of 1,000 balanced URLs shifted to 875 with a natural class imbalance, which was 

not the plan but turned into a meaningful finding in itself. Supervision meetings helped 
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keep the direction focused when the scope started to drift toward more complex features 

that were beyond the realistic reach of the project timeline. 

If the project were done again, more time would be allocated to data collection and 

cleaning. That phase took longer than expected and compressed the time available for 

Layer 3 development. Starting with a smaller, higher-quality dataset might have been 

more productive than trying to reach a round number of URLs. 

6.3 Contributions of This Work 

Three things stand out as the genuine contributions of this project. 

First, CIOF demonstrates that a four-layer OSINT framework for cryptocurrency website 

detection is both buildable and evaluable at undergraduate level using freely available 

tools. That matters because it lowers the barrier to entry for similar work. 

Second, the three-class risk classification output, grounded in probability thresholds 

rather than a binary decision, is a design choice that has practical operational value. The 

11 sites classified as Suspicious in the test set represent exactly the kind of ambiguous 

cases that analysts need to review rather than auto-block. 

Third, the dataset itself, 875 labelled cryptocurrency website URLs with 15 extracted 

OSINT features, is a research artefact that could support follow-up work. Website-level 

labelled datasets in this domain are scarce, and Real-CATS demonstrated why that 

scarcity is a real problem for the field (Real-CATS, 2025). 
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6.4 Future Work 

The most obvious next step is fixing the reachability problem. A passive DNS integration 

or cross-referencing against the Wayback Machine for historical availability data, would 

make the site_reachable feature far less dominant and improve performance on newly 

deployed scam sites. This is technically straightforward and would have a noticeable 

impact on the false positive rate. 

Layer 3 is the larger project. Properly implementing social media monitoring, even 

something as targeted as scanning public Telegram channels and Reddit scam-reporting 

threads for domain mentions, would make CIOF significantly more capable against 

promotion-driven scams like pig-butchering campaigns. This would require either 

working within API rate limits or sourcing archival social media data. 

Longer term, integrating CIOF with a lightweight LLM-based content analysis layer, 

similar in spirit to the knowledge-grounded approach described by Li (2025), would 

improve the framework's ability to interpret written content on scam sites. Right now, 

CIOF detects keywords by regex. A model that understands context would catch more 

sophisticated copy that avoids obvious red-flag phrases. 

Finally, a longitudinal evaluation, re-running the same pipeline against a fresh dataset six 

or twelve months later, would test whether the feature patterns identified here remain 

stable as the scam landscape evolves. 



81 
 

 

Figure 14: CIOF future development priorities matrix, plotted by implementation effort and expected impact. 

6.5 Closing Thoughts 

Cryptocurrency scams are not going away. The £24.33 billion in losses between 2021 and 

2024 reflects a fraud ecosystem that is well-resourced, technically sophisticated and 

constantly adapting (Chainalysis, 2021, 2022, 2023, 2024). Most of the tools that exist to 

detect these scams operate reactively, in isolation, or require infrastructure that smaller 

organisations simply do not have. 

CIOF is not the solution to that problem. It is a step toward a more structured, more 

explainable, more accessible approach to investigating suspicious cryptocurrency 

websites. The results suggest the direction is right. The work to get there properly is still 

ahead. 
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Appendix A: Project Initiation Document 

The following PID was submitted at the start of this project under project code PJE40. 
Following discussion with the supervisor, the project was reclassified to PJS40 (Study) to 
better reflect the research-led methodology. The original LLM pipeline described in the PID 
was subsequently scoped to an OSINT-based Random Forest framework, reflecting both the 
pragmatic constraints of a study project and the research finding that structured OSINT 
indicators provided a stronger evidential basis for classification than LLM-driven content 
analysis alone. The core aim of detecting fraudulent cryptocurrency websites using open 
source intelligence remained consistent throughout. 
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