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Executive Summary  
 

Artificial Intelligence (AI) has become essential for moderating user-generated content on 
social media platforms, addressing issues like hate speech, misinformation, and harmful 
material. However, AI systems also raise significant human rights concerns, particularly in 
relation to freedom of expression, privacy, and non-discrimination. This report critically 
evaluates these challenges and identifies solutions to balance content moderation with 
human rights principles. 
Key findings reveal that AI systems often misinterpret nuanced content, disproportionately 
impact marginalized communities, and lack transparency in decision-making. To address 
these issues, the report recommends enhancing transparency mechanisms, establishing 
independent oversight boards, conducting algorithmic audits, integrating hybrid 
moderation systems, and implementing user education programs. Visuals, including Table 
1 and Table 3, emphasize transparency as the primary challenge and highlight freedom of 
expression concerns. 
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Introduction 

 

As of January 2025, there were over 5 billion active social media users worldwide. This is 

about 62.6% of the world's population.(Statista, 2025). Social media platforms have 

transformed global communication, information exchange, and social interaction. However, 

the exponential growth of user-generated content has brought with it unprecedented 

challenges, including the spread of hate speech, misinformation, and harmful content. To 

address these issues, many platforms have chosen to make use of artificial intelligence (AI) 

for content moderation.Although an effective approach as it has the ability to handle vast 

amounts of data this also caused significant human rights concerns.  

This report critically examines the human rights implications of AI-driven content 

moderation, focusing on its mechanisms, challenges, and broader impacts. It proposes 

actionable recommendations to ensure that AI systems align with human rights principles 

while addressing harmful content effectively. 
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Human Rights and Ethical Principles in AI Content 

Moderation  

The integration of artificial intelligence (AI) into content moderation systems on social 

media platforms has created significant challenges in ensuring compliance with human 

rights and ethical principles. While these systems play a crucial role in combating harmful 

content, they often raise concerns regarding freedom of expression, privacy, and 

discrimination. To address these concerns, robust legal frameworks and ethical guidelines 

have been developed to align AI practices with fundamental rights. Table 1 compares key 

legal frameworks that have been discussed below relevant to AI content moderation.  

Human Rights Frameworks 

At the European level, the EU Charter of Fundamental Rights serves as a cornerstone for 

protecting human rights in digital spaces. Article 11,  guarantees freedom of expression, 

while Article 8, emphasizes the right to data protection. These principles are particularly 

relevant in the context of AI content moderation, where automated systems often process 

vast amounts of personal data to detect and manage harmful content. The Charter also 

prohibits discrimination under Article 21, underscoring the need for fairness and inclusivity 

in algorithm decision-making. (European Commision, 2023). 

Complementing the Charter, the General Data Protection Regulation (GDPR) enforces 

strict rules on how platforms handle user data. (European Commission, 2023). For instance, 

GDPR fines imposed on major platforms for privacy violations highlight the need for 

stronger compliance measures. Furthermore, the Digital Services Act (DSA) requires 

platforms to disclose how content moderation decisions are made, establish user appeal 

mechanisms, and regularly assess the risks posed by automated tools.(European 

Commission, 2023). 

Globally, the Universal Declaration of Human Rights (UDHR) and the International 

Covenant on Civil and Political Rights (ICCPR) set universal standards for freedom of 

expression (Article 19) and privacy (Article 12). (United Nations, 1948; United Nations). 

These frameworks emphasize that any restrictions on expression must meet the principles 

of legality, necessity, and proportionally. However, AI content moderation often struggles to 

 
5 



 
 

meet these standards due to issues like algorithm opacity and over-removal of legitimate 

content. 

Ethical Principles for AI Content Moderation 

In addition to legal obligations, ethical principles are vital in ensuring that AI systems are 

deployed responsibly. The Ethics Guidelines for Trustworthy AI, developed by the European 

Commission, outline core principles such as transparency, fairness, and accountability. 

These guidelines stress the importance of regular audits to identify and mitigate 

algorithmic biases, ensuring that AI systems operate in a manner consistent with societal 

values. 

Transparency is particularly significant in building trust with users. Platforms must clearly 

communicate how AI systems make decisions, especially when content is removed or 

flagged. Providing accessible appeal processes further reinforces fairness and 

accountability, allowing users to challenge decisions they perceive as unjust. 

Fairness requires AI systems to avoid discriminatory practices. For instance, algorithms 

trained on biased datasets may inadvertently target certain communities or amplify 

stereotypes. Regular evaluation and refinement of these systems are essential to prevent 

such outcomes. Accountability mechanisms, such as independent oversight boards, can 

provide an additional layer of scrutiny, ensuring that platforms address grievances 

effectively and uphold human rights standards. 

By integrating these human rights frameworks and ethical principles, policymakers and 

platforms can create a balanced approach to AI content moderation - one that mitigates 

harm while safeguarding the fundamental rights of all users.  

 

 

 

 

 

 
6 



 
 

 

Below is a table comparing the legal frameworks (Table 1): 

Framework Rights Protected Relevance to AI 
Moderation 

EU Charter of Fundamental 
Rights  

Freedom of expression, 
privacy, non-discrimination  

Ensures platforms align with 
EU principles 

GDPR Privacy, transparency, 
accountability 

Protect user data from 
misuse  

Digital Services Act (DSA) Transparency, 
accountability 

Regulates platform 
moderation practices 

UDHR Freedom of expression, 
privacy 

Sets universal human rights 
standards 

ICCPR Freedom of expression, 
privacy, proportionality 

Ensures fairness in 
restricting speech 

(Table 1) 
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Mechanisms and challenges in AI Content Moderation 

AI systems operate through a combination of machine learning algorithms, natural 

language processing (NLP). and image recognition technologies to identify and remove 

harmful content. While these mechanisms provide scalability and efficiency, they also face 

significant challenges in achieving accuracy, fairness, and transparency. 

Mechanisms of AI Content Moderation  

AI systems for content moderation typically rely on supervised learning models that are 

trained using large datasets. For example: 

-​ Natural Language Processing (NLP): Detects hate speech, spam, or 

misinformation. (UNESCO, 2023). 

-​ Image and Video Recognition: Analyze multimedia content for violence, nudity, or 

other violations of community guidelines. 

-​ Real-time Processing: AI tools enable platforms to filter content before it is 

published, particularly for live streamed videos or comments. 

Despite all these advancements, AI moderation often relies on a hybrid approach, where 

human reviewers oversee flagged content to reduce. 

Challenges in AI Content Moderation 

Table 2 visualizes the primary challenges in AI content moderation, with transparency 

identified as the most critical issue, accounting for 35% of users' concerns. Many platforms 

lack clarity in their decision-making processes, leaving users confused about why their 

content is flagged or removed. This lack of transparency undermines trust and highlights 

the need for improved communication with users (Meta Transparency Report, 2024). 

Another pressing issue is algorithm bias, which disproportionately affects marginalized 

communities and non-English content. A 2024 study by AlgorithmWatch found that 

non-English posts were twice as likely to be flagged erroneously, reflecting the bias 
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inherent in English-centric training datasets. This systemic bias not undermines fairness 

but also silences diverse voices on digital platforms. 

Additionally, AI struggles with context understanding, leading to over-removal of legitimate 

content. For instance, satire, political commentary, and culturally specific expressions are 

often misinterpreted by algorithms. The Electronic Frontier Foundation (EFF) (2023) 

reported that up to 30% of flagged posts involved lawful content misinterpreted as 

harmful. This lack of nuance in content moderation poses significant risks to freedom of 

expression. 

Finally, while AI systems excel at handling large-scale moderation, they often sacrifice 

accuracy and fairness due to reduced human oversight. Complex or nuanced cases, such 

as those involving local cultural norms, require human intervention to ensure balanced 

decisions (UNESCO, 2023). This trade-off between scalability and accuracy remains a 

persistent challenge. 

These challenges underscore the limitations of AI moderation in ensuring fairness, 

transparency, and inclusivity. Addressing these issues is essential to mitigate their border 

of human rights implications, as discussed in the next section. 
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Here's a barchart visualizing the Challenges in AI content moderation (Table 2): 

 

(Table 2) 
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Human Rights Implications of AI Content Moderation 

AI content moderation's impact spans critical areas, including freedom of expression, 

privacy, and non-discrimination. These concerns highlight the need to balance the 

mitigation of harmful content with the protection of fundamental rights. 

Freedom of Expression 

Freedom of expression is one of the most significant rights affected by AI moderation. 

Automated systems often struggle to understand context, leading to the over-removal of 

lawful content. For instance, satire, political disclosure, and cultural expressions are 

frequently flagged as violations of community guidelines, this is highlighted in Table 3. A 

report by the Electronic Frontier Foundation (EFF) (2023) found that 25% of content 

removals by AI systems involved misinterpretation of legitimate speech. (EFF, 2023). Such 

errors disproportionately impact vulnerable groups, such as activists and journalists, who 

rely on digital platforms to share their messages. 

Right to privacy 

AI content moderation systems often rely on extensive data collection to function 

effectively. This includes monitoring user behaviour, analyzing uploaded content, and 

processing metadata. These practices raise significant privacy concerns, as they may lead to 

intrusive surveillance. Even high-profile cases like the Cambridge Analytica scandal 

underscore the risks of intrusive data practices in AI moderation. However, many platforms 

still lack clarity in their privacy practices, as noted Meta’s Transparency Report (2024), 

where 40% of users expressed concerns about their data being used without consent. 

(Meta transparency Report, 2024). 
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Non-Discrimination  

Algorithmic bias remains persistent challenge in AI content moderation. Machine learning 

models trained on biased datasets may disproportionately flag content from certain 

communities or in specific languages. For example, a study revealed that non-English 

content was twice as likely to be flagged as harmful compared to English posts. 

(AlgorithimWatch, 2024). Such biases exacerbate inequality and hinder the fair treatment of 

all users on digital platforms. 

 

Here's a pie chart visualizing Freedom of Expression Issues in AI Content Moderation (Table 

3): 

 

(Table 3) 

This section highlights the critical human rights implications of AI content moderation, 

emphasizing the need for better contextual understanding, unbiased algorithms, and 
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transparent data practices. By addressing these concerns, platforms can ensure fair 

treatment of all users while safeguarding fundamental freedoms. 

 

Recommendations for Addressing Human Rights Concerns 

in AI Content Moderation 

To mitigate the challenges identified in AI content moderation and ensure alignment with 

human rights principles, platforms, policymakers, and researchers must adopt targeted 

strategies. The following recommendations focus on enhancing transparency, fairness, 

accountability, and inclusivity, backed by evidence and practical implementation 

approaches. 

1)​ Enhance Transparency Through User-Centric Reporting 

Platforms should implement detailed content moderation reporting mechanisms that 

inform users about the reasons behind content removal or flagging. Transparency can be 

improved through: 

-​ Actionable Moderation Logs: Provide users with access to clear, step-by-step logs 

explaining the rationale for AI decisions. 

-​ Annual Transparency Reports: Mandate platforms to disclose moderation data, such 

as the number of appeals and their outcomes. 

According to a report by Access Now (2024), 68% of surveyed users cited a lack of 

transparency as their primary concern with AI moderation. The Digital Services Act (DSA) 

further emphasizes the role of clear user communication in ensuring compliance with EU 

regulations. 

2)​ Establish Independent Oversight Boards 

To address accountability gaps, platforms should create independent review boards 

compromising experts in law, ethics, and technology. These boards would: 

-​ Review disputed moderation decisions. 
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-​ Audit AI algorithms for biases and errors.   

-​ Publish findings to foster public trust. 

The Meta Oversight Board serves as a model, resolving over 30% of contested cases in 

2023. However, a study by AlgorithmWatch (2024) suggests that broader adoption across 

platforms is essential to prevent inconsistent practices. 

3)​ Integrate Hybrid Moderation Systems 

Hybrid systems, combining AI and human moderation, can address contextual limitations. 

Ai can efficiently handle high-volume content, while human moderators ensure fairness in 

complex or nuanced cases. 

-​ Real-Time Escalation: Flagging sensitive content for human review before removal. 

-​ Localized Moderation Teams: Employ human reviewers with cultural and linguistic 

expertise to avoid biased enforcement. 

The Electronic Frontier Foundation (EFF) (2023) recommends hybrid systems to reduce false 

positives, particularly in detecting satire, political speech, and culturally sensitive content. 

4)​ Regular Algorithmic Audits 

Platforms should conduct regular third-party audits of their algorithms to identify and 

address systemic biases. These audits should: 

-​ Analyze datasets for diversity and fairness. 

-​ Test algorithms for discriminatory outcomes across demographic groups. 

A report by UNESCO (2023) underscores the effectiveness of audits, noting that platforms 

with regular evaluations reduced algorithmic bias incidents by 25%. 

5)​ Implement User Appeal Mechanisms 

Accessible appeal mechanisms empower users to challenge AI decisions. Platforms should: 

-​ Provide multilingual support for appeals. 

-​ Use AI-driven tools to prioritize and process appeals faster while integrating human 

oversight for disputed cases. 

 
14 



 
 

According to the Digital Rights Foundation (2024), only 20% of platforms currently offer 

comprehensive appeal systems, highlighting a critical gap in user empowerment. 

Bar chart of User Concerns Addressed by Recommendations for visual evidence (Table 4): 

 

(Table 4) 

 

These recommendations offer a balanced approach to addressing the challenges of AI 

content moderation while safeguarding human rights. Table 4 demonstrates how these 

recommendations address user concerns, particularly transparency 35%. By implementing 

these strategies, platforms and policymakers can build systems that are transparent, 

accountable, and inclusive. 
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Conclusion  

AI content moderation presents opportunities and challenges. While it efficiently manages 

vast amounts of content, it raises significant human rights concerns. By implementing 

transparency mechanisms, independent oversight, and hybrid systems, platforms can align 

AI moderation with fundamental rights, fostering trust and fairness. The report highlighted 

AI’s limitations in understanding context and mitigating bias, impacting freedom of 

expression, privacy, and non-discrimination. Transparency mechanism, hybrid systems, 

and independent oversight are critical to addressing these challenges. 
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