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1. Malware Details

1.1

This report provides a forensic analysis of the malware sample malfor-cw.exe, identified in
the Gasgo data theft incident. The investigation's objective is to reverse engineer the
sample's capabilities to provide actionable intelligence. Using static, dynamic, and
code-level analysis, this report will document the malware's methods for persistence,
command and control (C2), and data exfiltration. The findings conclude with specific
recommendations to mitigate this threat and harden the client's security posture. Initial
inspection revealed the use of the UPX packer, a common obfuscation technique designed
to hinder static analysis and evade signature-based detection.The use of the UPX packer
is a deliberate obfuscation step by the author, designed to compress the binary and, more
importantly, to hinder static analysis and evade basic signature-based antivirus detection.
The file’s fundamental identifiers are detailed in Table 1.
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Figure 1: VirusTotal Analysis. Figure 3: PEID outcome.



Table 1: Malware Sample details

Attribute Value
Filename malfor-cw.exe
MD5 Hash f3c497aef3e476eaba09c470a9e9c22
SHA256 Hash 258b7e2432cdfbc219e81709dc61212e6ea
50a136a2c93ad2454f79e274f5
Compilation Timestamp 2025/11/12 Wed 09:00:55 UTC
Architecture 32-bit IMAGE_FILE_MACHINE_1386

Packer Detected UPX 0.89.6-2.90 [Overlay]




2. Static Analysis

Static analysis was performed on the unpacked executable to extract embedded indicators
and formulate initial hypothesis about the malware's functionality without executing it.

2.1 String and Import Analysis

Analysis of the unpacked binary strings and imported libraries revealed significant
indicators of malicious capability. Key strings pointed towards command and control (C2)
communication, persistence, anti-analysis functions.
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Figure 4: Key strings identified in IDA Pro. Notable indicators include the C2 server IP address, the
persistence registry key, and an anti-analysis string for detecting VirtualBox environments.

The import table analysis further supports these hypotheses. The malware imports
functions from key Windows libraries, as shown in Figure 4, to support the hypothesis.
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DllMame OriginalFirstThunk TimeDateStamp ForwarderChain Mame FirstThunk
ADVAPIS2.DLL 00Q00a00 00Q00a00 00Q00a00 00015100 000150E4
GDI32.dll 00Q00a00 00Q00a00 00Q00a00 00015100 000150BC
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USER32.dIl 00Q00a00 00Q00a00 00Q00a00 00015138 000150E3
WINIMET.DLL 00Q00a00 00Q00a00 00Q00a00 00015146 000150F0
Ws2_32.dll 00Q00a00 00Q00a00 00Q00a00 00015152 000150F3
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Figure 5: Imported libraries reveal dependencies on WININET.DLL and WS2_32.dIl for network
communication, and ADVAPI32.DLL for registry manipulation, confirming the potential for C2 and
persistence capabilities.

e WININET.DLL and WS2_32.dll are used for network communications.

e ADVAPI32.DLL provides access to the Windows Registry, correlating with the
suspected persistence mechanism.

e KERNEL32.DLL contains core functions, including process and memory
management, as well as anti-debugging APlIs.

The discovery of these indicators during static analysis is crucial, as it allowed for the
formation of a detailed and accurate hypothesis about the malware's
capabilities—persistence, C2 communication, and anti-analysis—before taking the risk of
executing the code. The combination of WININET.DLL for network functions and
ADVAPI32.DLL for registry access is a classic pairing for a remote access trojan or bot.

2.2 Initial Hypothesis

Based on the static evidence, the initial hypothesis is that malfor-cw.exe is a backdoor or
bot client. It is expected to:

1) Establish persistence by creating a registry key in the CurrentVersion\Run path.

2) Connectto a C2 server at 64.227.44.136 using the IRC protocol.

3) Employ basic virtual machine detection and anti-debugging checks to evade
analysis.



3. Dynamic Analysis

To validate the hypothesis from static analysis, the malware was executed in an isolated
Windows virtual machine. Network traffic and system changes were monitored to observe
its live behaviour.

3.1 Network Communication and C2 Protocol

Upon execution, the malware immediately attempted to establish a TCP connection to the
IP address 64.227.44.136 on port 6667, a standard port for IRC. Analysis of the network
traffic confirmed the use of IRC protocol.The malware’s reliance on a single, hardcoded IP
address (64.227.44.136) for C2 communication reveals a critical weakness. This method
provides a single point of failure, allowing network defenders to neutralize the threat by
blocking one address. Unlike advanced malware that uses resilient techniques like domain
generation algorithms (DGAS), this sample’s simplistic approach suggests it was designed
for a specific, short-term operation or by an actor with an intermediate level of tradecraft.

&
M malfor-cw-capture.pcapng - a X
File Edit View Go Capture Analyze Statistics Telephony Wircless Tools Help
admi@ RERe=EFT43 EQQan
[ 1 lip.addr == 64.227.44.136 or ip.addr == 65.227.44.103 [X] -]+
Na. Time Source Destination Protocol  Length Info
231 1416.927664  10.6.2.15 64.227.44.136 e 66 50309 > 80 [SYN] Seq=® Win=65535 Len=0 MSS=1460 WS=256 SACK PERM
232 1416.956966  64.227.44.136 10.0.2.15 Tcp 60 82 » 58309 [SYN, ACK] Seq=8 Ack=1 Win=65535 Len=0 MSS=1460
233 1416.957404  16.8.2.15 64.227.44.136 TCP 54 56389 - 88 [ACK] Seq=1 Ack=1 Win=65535 Len=
234 1416.963576  10.8.2.15 64.227.44.136 HTTP 159 GET /foobar.php?uid=bfgf54558myhostname=WinDev2110Eval HTTR/1.1
235 1416.964171  64.227.44.136 10.8.2.15 TCP 60 80 - 58309 [ACK] Seq=1 Ack=186 Win=65535 Len=0
236 1416.977297  64.227.44.136 10.9.2.15 HTTP 217 HTTP/1.1 200 OK (text/html)
237 1416.977469  10.8.2.15 64.227.44.136 TcP 54 50309 > 80 [ACK] Seq=106 Ack=164 Win=65535 Len=8
238 1416.993389  10.8.2.15 64.227.44.136 TcP 66 50310 > 6667 [SYN] Seq=0 Win=64248 Len=0 MSS=1460 WS=256 SACK_PE..
239 1417.008588  64.227.44.136 10.0.2.15 TcP 60 6667 + 508310 [SYN, ACK] Seq=8 Ack=1 Win=65535 Len=@ MSS=1468
245 1417.009199  10.6.2.15 64.227.44.136 TcP 54 50310 > 6667 [ACK] Seq=1 Ack=1 Win=64240 Len=0
241 1417.009310  10.6.2.15 64.227.44.136 IRC 78 Request (PASS)
242 1417.010136  64.227.44.136 10.0.2.15 Tcp 60 6667 + 50310 [ACK] Seq=1 Ack=17 Win=65535 Len=0
243 1417.010176  10.8.2.15 64.227.44.136 IRC 114 Request (NICK) (USER)
244 1417.011064  64.227.44.136 10.8.2.15 TCP 60 6667 - 50318 [ACK] Seq=1 Ack=77 Win=65535 Len=8
245 1417.845853  64.227.44.136 10.8.2.15 IRC 1494 Response (901) (062) (203) (@04) (@05) (05) (251) (254) (255) (w
245 1417.845853  64.227.44.136 10.8.2.15 IRC 1494 Response (bot_5126) (372) (372) (372) (372) (372) (372) (372) (3.
247 1417.846128  10.9.2.15 64.227.44.136 TcP 54 50310 > 6667 [ACK] Seq=77 Ack-2881 Win-64240 Len-9
248 1417.847617 64.227.44.136 18.8.2.15 IRC 87 Response (tralplus.com)
249 1417.850302 18.8.2.15 64.227.44.136 IRC 84 Request (JOIN)
256 1417.056311  64.227.44.136 16.6.2.15 e 66 6667 » 56310 [ACK] Seq=2914 Ack=167 Win=65535 Len=6
251 1417.066962  64.227.44.136 10.0.2.15 IRC 433 Response (J0IN) (332) (333) (353) (366)
252 1417.167688  10.6.2.15 64.227.44.136 TP 54 50310 > 6667 [ACK] Seq=187 Ack=3293 Win=63828 Len-@
257 1422.098881  64.227.44.136 16.0.2.15 TcP 66 80 » 58309 [FIN, ACK] Seq=164 Ack=106 Win=65535 Len=
258 1422.098938  16.8.2.15 64.227.44.136 TP 54 56309 - 8@ [ACK] Seq=186 Ack=165 Win=65535 Len=B
275 1526.867647  10.8.2.15 64.227.44.136 TCP 54 56309 - 88 [FIN, ACK] Seq=106 Ack=165 Win=65535 Len=
276 1526.808692  64.227.44.136 10.8.2.15 TCP 60 89 - 58309 [ACK] Seq=165 Ack=187 Win=65535 Len=8
279 1538.276988  64.227.44.136 10.9.2.15 IRC 80 Response (PING)
288 1538.279754 18.8.2.15 64.227.44.136 IRC 78 Request (PDNE)
281 1538.282917  64.227.44.136 10.9.2.15 Tce 60 6667 + 50310 [ACK] Seq=3319 Ack=131 Win=65535 Len=e
> Frame 258: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) 52 55 Ga 08 62 62 08 B9 27 T8 b3 a6 B8 60 45 00 RU
> Ethernet II, Src: PesCompu_f8:b3:a6 (88:00:27:f8:b3:a6), Dst: 52:55: 90 28 92 c4 40 00 80 66 @0 00 0a @e 02 of 48 &3 (@
> Internet Protocol Version 4, Src: 1@.@.2.15, Dst: 64.227.44.136 2c B8 <4 85 00 50 de b9 71 66 65 6T <6 a6 50 18 P-o gfec
> Transmission Control Protocol, Src Port: 5839, Dst Port: 88, Seq: 1 Ff £f 79 94 62 o0 ¥
@ 7 malfor-on-capture.pcapng Packets: 281 - Displayed: 29 (10.3%) - Dropped: 0 (0.0%) || Profile: Default

Figure 6: Wireshark capture showing IRC protocol commands being sent to the C2 server at 64.227.44.136
on the standard IRC port 6667.

Captured network data showing IRC commands used by the malware to join its C2
channel in Figure 6. The choice of the IRC protocol on its standard port (6667) is a notable
evasion technique. Unlike a custom protocol on an unusual port, IRC traffic can be more
easily mistaken for legitimate activity in a busy network, thereby reducing the chances of
immediate detection.



3.2 Persistence Mechanism Verification

Using RegShot, a snapshot of the registry was taken before and after running the

malware. The comparison report confirmed that the malware creates a new value in
SOFTWARE\Microsoft\Windows\CurrentVersion\Run. This action ensures the malware is
automatically executed every time the system starts, validating the persistence hypothesis.

The malware’s ability to take screenshots and download additional files was also
confirmed through commands identified during reverse engineering.

HKLM\SYSTEM\ControlSet8@1\Control\CI\Aggregation\25f@85daft713471cc747223d849a46d1b249377af213717261818c00F2c833600_ffe5fac3
HKLM\SYSTEM\ControlSet8@1\Control\Class\{321380f4-708f -49de-
HKLM\SYSTEM\ControlSet@@1\Control\Class\{321380f4-708f -49de-
HKLM\SYSTEM\ControlSet881\Control\Class\{3a1380f4-788f -49de-
HKLM\SYSTEM\ControlSet@@l\Services\bam\State\UserSettings\5-
HKLM\SYSTEM\ControlSet@@1\Services\bam\State\UserSettings\5-
HKLM\SYSTEM\ControlSet@@1\Services\bam\State\UserSettings\5-
HKLM\SYSTEM\ControlSetB@1\Services\bam\State\UserSettings\S-
HKLM\SYSTEM\ControlSet@@1\Services \PROCMON24\SupportedFeatures:
HKLM\SYSTEM\ControlSet8@1\Services\PROCMON24\Instances\DefaultInstance:
HKLMASYSTEM\ControlSet881\Services \PROCMON24\Instances\Process Monitor 24 InstanceZAltitude:
HKLM\SYSTEM\ControlSet@81\Services\PROCMON24\Instances\Process Monitor 24 Instance\Flags:
HKLM\SYSTEM\CurrentControlSet\Control\CI\Aggregation\25f0@5dat713471cc747223d849a46d1b249377af213717261818c0012c033600_ffel

b2ef-84d25eb8@9d5}\Class: "PROCMONZ4™
b2ef-84d25eb0@9d5\NoDisplayClass: "1"

b2ef-84d25ebBB9d5 F\NolUseClass: "1"
1-5-18\\Device\HarddiskVolume2\Windows\System32\csrss.exe: BE
1-5-21-1978914831-1784173396-3579721833-1001\\Device\HarddiskV
1-5-21-1978914831-1784173396-3579721833-1001\\Device\HarddiskV
1-5-21-1978914831-1784173396-3579721833-1001\\Device\HarddiskV
9xeee9C26C

"Process Monitor 24 Instance”

"385200"

fxooooBEER

HKLM\SYSTEM\CurrentControlSet\Control\Class\{3al380f4-708f-49de-
HKLM\SYSTEM\CurrentControlSet\Control\Class\{3al1386f4-708f-49de-
HKLM\SYSTEM\ CurrentControlSet\Control\Class\{3a1380f4-708f-49de-
HKLM\SYSTEM\CurrentControlSet\Services\bam\State\UserSettings\5-
HKLMASYSTEM\CurrentControlSet\Services\bam\State\UserSettings\S-

b2ef-04d25eb@809d5}\Class: "PROCMON24™
b2ef-84d25eb@089d5}\NoDisplayllass: "1"
b2ef-04d25ebBB9d5}\NolseClass: "1"
1-5-18\\Device\HarddiskVolume2\Windows\System32\csrss.exe:
1-5-21-1978914831-1784173396-3579721833-1001\\Device\Hardd

Figure 7: RegShot comparison shows values added by malware.
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Figure 8: RegShot comparison showing final number of changes caused by the malware.

This dynamic result provides definitive validation for the hypothesis formed during static
analysis. The malware does not just contain strings related to persistence; it actively and

successfully modifies the registry to survive a system reboot.




4. Reverse Engineering

Reverse engineering the unpacked executable with IDA Pro provided definitive proof of the
malware's functionality by mapping its observed behaviours to specific Windows API calls.
This analysis moves from what the malware does to how it does it. Key functions were
identified that enable persistence, C2 communication, spyware, and anti-analysis tactics.
For example, the call to IsDebuggerPresent (Figure 12) confirms the malware's attempt to
evade analysis. The core capabilities are correlated with their enabling functions in Table

2.
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VirtualProtect(,,x,x)
TisGetValue(x)
Sleep(x)
sSetUnhandledExceptionFilte
LoadLibraryA(x)
LeaveCriticalsection(x)
IsDebuggerPresent()
InitializeCriticalSection(x)
GlobalUnlock(x)
GloballLock(x)
GlobalFree(x)
GlobalAlloc(xx)
GetTempPathA(x,x)
GetProcAddress{xx)
GetModuleHandleA(x)
GetModuleFileNameA(xxx)
GetlLastError()
GetCommandLineA()
FreeLibrary(x)
FindNextFileA(>,x)
FindFirstFileA(xx)
FindClose(x)
ExitProcess{x)
EnterCriticalSection(x)
DeleteCriticalSection(x)
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Figure 9: The call to RegSetValueExA responsible for establishing persistence in the Windows Registry.
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B DA - malfor-cw.exe ChUsers\User\Desktopimalfor-cw\malfor-cw.exe - o X
File Edit Jump Search View Debugger Options Windows Help

EEH e S A BAQ S F-rFwmX P D Local windows debuager ~ %B ElR e
; I |

Library function [l Regular function [l Instruction Data Unexplored External symbol [l Lumina function

Functions b x DA view-o [ @ Hex View-1 Structures i Enums x| Imports [ @ Exports ||
e 5
Function name ¥ S v
F] __p_ fmode FEE] FEEE]
F? p__environ Jmo dword ptr [esp], @ ; Code
tmai call  _exit loc_2816A2: ; dwFlags
f _ge ainargs - dword ptr [esp#l@h], @
7| WriteFile(xx0%) mov  dword ptr [esp#iCh], B ; lpszProxyBypass
£ | virtualQuery (x,x,x) mov dword ptr [esp#8], 8 ; lpszProxy
| VirtualProtect{,x,xx) [mov dword ptr [esp#4], @ ; dwiccessType .
7| TisGetvalue(x) mov dword ptr [esp], offset szAgent X
7] Sleep(x) call  _InternetOpenAfi2e ; InternetOpena(x,
sub esp, 14h
| SetUnhandledExceptionFilte [mov [ebp#hlnternet], eax
f| LoadLibraryA(x) [mov dword ptr [ebpeDestination], 78747468h
f| LeaveCriticalSection(x) mow [ebpsvar_11F], 36 h
7| IsDebuggerPresent() o w
£ | InitializeCriticalSection(x) mow h
7 Globalunlock(x) v
7| GlobalLock{x) Les
mov
7| GlobalFree(x) o e
£ | GlobalAlloc(x,x) mov [eax], ebx
f | GetTempPathA{(x,x) mow [eaxtecx-4], ebx
£ | GetProcAddress(xx) lea  edx, [eax+3]
7| GetModuleHandleA(x) e ST
£ | GetModuleFileNameA(x,x,x) add  ecx, eax
¥ | GetlastError() and ecx, BFFFFFFFCh
F| GetCommandLineA() hr o 2.1
F| Freelibrary(x) v eax. ebs
£ | FindNextFileA(x,x) rep stosd
f | FindFirstFileA{x,x) lea eax, [Ebet?gs'zr\atlc—\j
7| FindClose(x) mov  ecx, OFFFFFFFFR
F| Caitfunmmerfart e edx, eax
mov eax, @
mov edi, edx
Line 139 of 163 repne scasb
mov eax, ecx
i Graph overview 0 &8 x not eax k
lea edx, [eax-1]
lea eax, [ebp+Destination]
add eax, edx
mov dword ptr [eax], 626FGFE6h
mov dword ptr [eax+4], 782E7261h
mov word ptr [eaxtd], 7868k
mov byte ptr [eaxtBih], 8
lea pax. [ehnahectinarion]

80.00% (-48,€1%) (2,253) 00000ACS 00401€CS: _updateChanName+€7 (Synchronized with Hex View-1)
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Figure 10: The InternetOpenA API call, which prepares the malware to communicate with the C2 server.

File Edit Jump Search View Debugger Options Windows Help

HEH e EmEmd By R A e F-F e X P DO ool wndows debugger - %el [P
; I I
> 1

Library function [l Regular function [l Instruction Data Unexplored External symbol [l Lumina function

Functions O &8 x A view-a  [© B Hex view-1 B Structures [ i Enums B Imports [ @ Exports |
sub esp, 8
Function name mov dword ptr [esp+2eh], @cces2eh ; rop

I p__fmode mov dword ptr [esp+lCh], @ ; yl

I p__environ mov dword ptr [esp+l8h], @ ; x1

£ | __getmainargs mov eax, [ebp+hdc]

F | WriteFile(sxx,%,x,x) mov [esp+l4h], eax ; hdcSrc

1| VirtualQuery(x,x,x) mow eax, [ebpt+cy]

£ | virtualProtect{x,x,%,x) mov [esp+lBh], eax ; cy

1| TisGetValue(x) mov eax, [ebptvar_C]

1| Sleep(x) mow [esp+8Ch], eax ; cx

| SetUnhandledExceptionFilte mov dword ptr [esp+8], @ ; y

| LoadLibraryA(x) mow dword ptr [esp+4], @ ; x

f| LeaveCriticalSection(x) mov eax, [ebp+var_18]

1| IsDebuggerPresent(} mow [esp], eax 3 hde

| InitializeCriticalSection(x) call _BitBlt@36 5 BIEBLE (3,3, %, %, %,X,X,X)
| GlobalUnlock(x) sub esp, 24h

1| GlobalLock(x) mov [ebp+bmi.bmiHeader.bisize], 28h ; '(’
| GlobalFree(x) mov eax, [ebp+var_C]

| GlobalAlloc{x,x) mow [ebp+bmi. bmiHeader.biwidth], eax

f| GetTempPathA(x,x) mov eax, [ebpt+cy]

f | GetProcAddress(x,x) mow [ebp+bmi.bmiHeader.biHeight], eax
£ | GetModuleHandleA(x) mow [ebp+bmi.bmiHeader .biPlanes], 1
f | GetModuleFileNameA(x,x,x) mov [ebp+bmi.bmiHeader.biBitCount], 2@h ;
£ | GetLastError() mov [ebp+bmi.bmiHeader.biCompression], @
f| GetCommandLineA() mov [ebp+bmi.bmiHeader.biSizeImage], @
| FreeLibrary{x) mow [ebp+bmi.bmiHeader.biXPelsPerteter], @
FindNextFileA(xx) mow [ebp+bmi.bmiHeader.biYPelsPerMeter], @
| FindFirstFileA{x,x) maw [ebp+bmi.bmiHeader.biClrUsed], @
FindClose(x) mov [ebp+bmi.bmiHeader.biClrImportant], @
B movzx  eax, [ebp+bmi.bmiHeader.biBitCount]
movzx ~ eax, ax
Line 139 of 163 imul eax, [ebptvar_C]
add eax, 1Fh
.lﬁ. Graph overview O & x cdqg
and edx, 1Fh
add eax, edx
sar eax, 5
shl eax, 2
imul eax, [ebp+cy]
mov [ebp+dwBytes], eax

100.00% (-171,872) (2,128) 000014ES 004020ES: _CaptureScreenshot+C7 (Synchronized with Hex View-1)

Figure 11: The BitBIt GDI function call, which enables the malware's screen capture (spyware)
capability.
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| £] writeFile(xxxx)
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VirtualProtect(x,xx,x)

TlsGetValue{x)

Sleep(x)

SetUnhandledExceptionFilte

LoadLibraryA(x)

LeaveCriticalSection(x)

IsDebuggerPresent() Loc_402D9F:

InitializeCriticalSection(x) _IsDebuggerPresent@ ; TsDebuggerP

Globalunlock{x) enx, eax

GlobalLock(x) short u(_A&ZDD@I |

GlobalFree(x)

Globalalloc(x,x) L

GetTempPathA(xx)

GetProcAddress(xx) loc_482009:

ey P

SEtinduicriRomeal ) mov Irs;;*-‘]. eax  ; lpWSAData

GetlastError() mov dword ptr [esp], 282h ; wversionRequested

GetCommandLineA() call _MSAStartup§@  ; WsAStartu

e o o

FindNextFileA(x3x) -

iz short loc_482E@5
FindFirstFileA(x) ™1

J— ¥ L J
Line 139 of 163

[

dword ptr [esptaCh], @ ; uType

dword ptr [esp+8], offset aAntiDebug ; "anti-det
dword ptr [esp+a], offset sAreYouReallyTr ; "are y )
dword ptr [esp], @ ; hind

eax, 1
loc_462E82

; namelen
[esp+s], Bah ;
[esp], offset _myhostname ; name

Hb, Graph overview O & x

mefe ; ge e(x, _MessageBoxA@l8 ; MessageBoxA(x, x,x,x
esp, 1eh

ffer], 64h ; cax, @

pebBuffer] loc_492E82

ax  ; pchBuffer
lespl. offset myusername ; lpBuffer

80.00% (702,528) (103,113) 000021R€ 0040ZDR€: maint+éEB (Synchronized with Hex View-1)

= output n oA x

Figure 12: Disassembly view in IDA Pro showing the call to the IsDebuggerPresent API, a common
anti-debugging technique.
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Function name

z ToplevelExceptionFilter
; sub_4011B0
£ | __mingw32_init_mainargs
=); _mainCRTStartup Eﬁ
|f| _WinMainCRTStartup
atexit
~ onexit ; ributes: thunk
gee_register_frame
cc_degreglsh;r frame ; HANDLE _ stdecall CreateMutexA(LPSECURITY_ATTRIBUTES lpMutexAttributes, BOOL bInitialOwner, LPCSTR lpName)
writeLine - public _CreateMutexAfl2
_jenerabe seed _CreateMutexA@il2 proc near
etShutdownPu
Jt;xec lpMutexAttributes= dword ptr 4
_updahechanName bInitialOwner= dword ptr 8
" connecttoserver lphame= dword ptr @ch
_infect . . - . a - . N \
stripnl jmp ds:_imp_ CreateMutexA12 ; CreateMutexA(x,x,x)
“shutDowncmd _CreateMutexA@l2 endp
_downloadFile
; _is_inside_virtualbox
=): _CaptureScreenshot

.‘ihGraphoverview A &7 x

lo0.00% (-1€,-€2) (2,358) 00004B€8 004057€8: CreateMutexlh(x,x,x) (Synchronized with Hex View-1)

Figure 13: The CreateMutexA call, used to ensure only one instance of the malware runs at a time.



Table 2: Correlation of Malware Capabilities with API Functions

Capability

API Functions

Analysis

Persistence

RegSetValueExA

The malware writes its file
path to the
...\CurrentVersion\Run key
using the RegSetValueExA
function {}, ensuring it starts
automatically with windows.

C2 Communication

InternetOpenA, connect

Network connections to the
C” server are established
by calling InternetOpenA
and connect from,
WININET.DLL and

WS2_ 32.dIl.

SpyWare

BitBlIt,
CreateCompatibleBitmap

The presence of these
GDI32.dll functions
confirms the capability to
capture the screen, as
suggested by the
“screenshot.bmp” string

Anti-Debugging

IsDebuggerPresent

To evade analysis, the
program checks if its being
run under a debugger by
calling IsDebuggerPresent

Single instance

CreateMutexA

The malware calls
CreateMUtexA to ensure
only one instance is running
to prevent multiple
executions in sandbox
environment.

The reverse engineering phase confirms the attacker’s methodology. The call to
IsDebuggerPresent is a simple but effective first-line defense against analysis, designed to
thwart automated sandbox environments. The use of CreateMutexA is a more subtle
anti-analysis technique; beyond preventing multiple instances, it can also be used to signal
to itself that it has already been executed, which can complicate analysis in environments
that run a sample multiple times. These checks demonstrate that the malware author had
a clear intent to make investigation more difficult.




5. Discussion

5.1 Summary of Findings

The comprehensive analysis confirms that malfor-cw.exe is an IRC-based bot designed for
espionage and remote control. It achieves persistence through a standard registry autorun
key, communicates with a hardcoded C2 server over IRC, and possesses spyware
capabilities, including screen capture. Furthermore, it employs basic anti-analysis
techniques such as VM and debugger detection to hinder investigation. The combination
of these features makes it a potent tool for an insider threat.

5.2 Threat Assessment for Gasgo

For the client, Gasgo, this malware represents a critical security breach. The screenshot
functionality, confirmed by the BitBIt API call and the "screenshot.bmp" string, is the likely
mechanism used by the rogue employee to steal the sensitive gas pipeline plans. The
malware's use of a common protocol like IRC for C2 allows its traffic to be potentially
overlooked in a busy network.

The most significant ongoing threat is the malwares ability to receive and execute
commands, including the DOWNLOAD command. This means the attacker could have
used the initial foothold to deploy more advanced malware, such as ransomware,
keyloggers, or tools for lateral movement across Gasgos network. The breach should not
be considered contained until all infected systems are identified and remediated.

5.3. Recommendations

To mitigate this threat and strengthen security posture, the following actions are
recommended for immediate implementation:

Indicators of Compromise (I0Cs):

e File Hash (MD5): f3c497aef3e476eaba09c470a9e9c22

e File Hash (SHA256):
258b7e2432cdfbc219e81709dc61212e6ea50a136a2c93ad2454f79e274f5
IP Address: 64.227.44.136

Domain: harryhill.com

Registry Key: HKCU\Software\Microsoft\Windows\CurrentVersion\Run
Mutex Name:

Remediation Steps:

e Network Containment: Block all outbound traffic to IP address 64.227.44.136 and
domain harryhill.com at the perimeter firewall.
e Host-Based Identification: Scan the entire network for files matching the provided
hashes and for systems with the specified registry key modification.
e Eradication: On each infected machine:
o Disconnect the machine from the network.
o Open Task Manager and terminate the malfor-cw.exe process.
o Delete the executable from its location on the file system.


http://harryhill.com

o Open the Registry Editor (regedit) and remove the malicious value from the
...\CurrentVersion\Run key.
o Perform a full antivirus scan.

Security Hardening:

e Egress Filtering: Implement stricter firewall rules to block non-standard protocols
like IRC on ports other than those required for legitimate business functions.

e Endpoint Detection and Response (EDR): Deploy an EDR solution configured to
alert on common persistence techniques, such as modifications to the Run keys.

e User Training: Reinforce security awareness training, particularly regarding the risks
of insider threats and running unauthorised software.

The true threat of this malware lies in its simplicity and effectiveness. For the client,
Gasgo, the BitBIt screen capture function is the likely vector for espionage, allowing a
rogue insider to exfiltrate sensitive data with minimal technical effort. However, the threat
extends beyond data theft. An established IRC bot on a corporate network serves as a
persistent foothold. The attacker could leverage this access to download and execute
more damaging payloads, such as ransomware or keyloggers, or use it as a pivot point for
lateral movement across the network. Therefore, the incident response should not only
focus on this specific threat but also on the possibility that it was a precursor to a wider
compromise.

In conclusion, the analysis of malfor-cw.exe demonstrates that a security incident's impact
is not solely determined by the technical sophistication of the malware involved. While this
IRC bot utilized common and detectable techniques, its deployment by a trusted insider
allowed it to bypass perimeter defenses and achieve its objective. This investigation
serves as a critical reminder for Gasgo that a truly resilient security posture must be
multi-layered, integrating the technical controls recommended above with a robust insider
threat program and a security-aware culture.
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7. Appendices
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BF Process Monitor - Sysinternals: www.sysinternals.com — [m} *

File Edit Event Filter Tools Options Help

EEIUIRIN YAO & F L/ Hw DM

Time ... Process Name PID  Operation Path Result Detail

11:47... W 2240 GYTCP Connect  WinDev2110Eval home 52359 -»> 64.22... SUCCESS Length: 0, mes: 1460, sackopt: 0, tsopt: 0, weopt: 0, revwin: 65535, revwinscale: 0
1147 2240 TCP Send WinDev2110Eval home 52359 -> 64 22 SUCCESS Length: 105, startime: 10750521, endtime: 10750521, seqgnum: 0, connid: 0
11:47:. 2240 PTCP Receive  WinDev2110Eval home:52355 -> 64.22... SUCCESS Length: 185, seqnum: 0, connid: 0

11:47:.. 2240 GTCP Connect  WinDev2110Eval home:52360 -> 64.22... SUUCCESS Length: 0, mes: 1460, sackopt: 0, tsopt: 0, weopt: 0, revwin: 64240, revwinscale: 0
11:47:.. 2240 F'TCP Send WinDev2110Eval home:52360 -> 64.22... SUCCESS Length: 16, starttime: 10750575, endtime: 10750575, seqnum: 0, connid: 0

11:47:.. 2240 FYTCP Send WinDev2110Eval home:52360 -> 64.22... SUCCESS Length: 16, startime: 10750575, endtime: 10750575, segnum: 0, connid: 0

11.47.. 2240 F'TCP Send WinDev2110Eval home 52360 -> 64.22... SUCCESS Length: 46, startime: 10750575, endtime: 10750575, seqnum: 0. connid: 0

11:47:.. 2240 VTCP Receive  WinDev2110Eval home:52360 -> 64.22... SUCCESS Length: 510, seqnum: 0, connid: 0

11:47: 2240 F'TCP Receive  WinDev2110Eval home:52360 -> 64 22 SUUCCESS Length: 530, seqnum: 0, connid: 0

11:47:.. 2240 PTCP Receive  WinDev2110Eval home:52360 -»> 64.22... SUUCCESS Length: 1440, seqgnum: 0, connid: 0

11:47:.. 2240 GYTCP Receive  WinDev2110Eval home:52360 -> 64.22... SUICCESS Length: 3, seqnum: 0, connid: 0

11:47:.. 2240 Z'TCP Send WinDev2110Eval home:52360 -> 64.22... SUCCESS Length: 28, startime: 10750585, endtime: 10750586, seqnum: 0. connid: 0

11:47:.. 2240 GYTCP Receive  WinDev2110Eval home:52360 -> 64.22... SUCCESS Length: 334, seqnum: 0, connid: 0

Figure A2: Process Monitor log detailing the initial events upon execution of malfor-cw.exe.

¥ Process Monitor - Sysinternals: www.sysinternals.com - a X

File Edit Event Filter Tools Options Help

LRI YAO& #F L H =Tl

Time ... Process Name PID  Operation Path Result Detail

affor-cw exe 2240 < Process Start SUCCESS Parent PID: 8520, Command line: maffor-cw exe, Cument directory: C:\Users'\User...
afforcw exe 2240 2 Thread Create SUCCESS Thread 10: 5000

affor-cw exe 2240 Load Image C:\Users\User\Desktop \malfor-cw'malf... SUCCESS Image Base: (x400000, Image Size: (13000
alfor-cw.exe 2240 Load Image CAWindows"\System 32 ntdll dll SUCCESS Image Base: (7ATS53000000. Image Size: (205000
affor-cw exe 2240 #Load Image CAWindows \SysWOWES \ntdll dll SUCCESS Image Base: (77550000, Image Size: (122000
affor-cw exe 2240 P Load Image C:\Windows'\System32'wowE4.dll SUCCESS Image Base: e A951F30000, Image Size: (58000
alfor-cw exe 2240 £ Load Image CAWindows \System32'wowbBdbase dl  SUCCESS Image Base: (7551750000, Image Size: (8000
afor-cw exe 2240 £ Load Image CAWindows'\System32wowBdwin dl SUCCESS Image Base: (7592260000, Image Size: (kBa000
afforcw exe 2240 2 Load Image C:\Windows\System32'wowbdcon.dl ~ SUCCESS Image Base: (xA952cc0000, Image Size: 16000
affor-cw exe 2240 P Load Image C:A\Windows"\System32'wowbBdcpu dl  SUCCESS Image Base: (77540000, Image Size: (x5000
affor-cw exe 2240 Load Image CAWindows \SysWOWE4'\kemel32.dll  SUCCESS Image Base: (76760000, Image Size: (fO0O00
affor-cw exe 2240 2 Load Image CAWindows \SysWOWE4\KemelBase.dll SUCCESS Image Base: (774c0000, Image Size: (x2671000
alforcw .exe 2240 P Load Image C:\Windows\SysWOWE4 advapid2dl  SUCCESS Image Base: (76130000, Image Size: (x7c000
affor-cw exe 2240 < Load Image CAWindows \SysWOWE4\msvert dl SUCCESS Image Base: (76510000, Image Size: (xc2000
afforcw exe 2240 2 Thread Create SUCCESS Thread 10: 5280

affor-cw exe 2240 Load Image C:\Windows\SysWOWE4\sechost dll SUCCESS Image Base: Gx7560000, Image Size: 0x7a000
alfor-cw.exe 2240 Load Image CAWindows \SysWOWESypertd.dil SUCCESS Image Base: (76850000, Image Size: (xbc000
afforcw exe 2240 2 Thread Create SUCCESS Thread 1D: 4832

affor-cw exe 2240 Load Image C:\Windows\SysWOWE4\gdi32 dll SUCCESS Image Base: (k75 30000, Image Size: 023000
alfor-cw.exe 2240 Load Image CAWindows"SysWOWES win32u dll SUCCESS Image Base: (75620000, Image Size: (k12000
affor-cw exe 2240 #Load Image CAWindows \SysWOWE4\gdi3Hulldl  SUCCESS Image Base: (77340000, Image Size: (xe5000
affor-cw exe 2240 P Load Image C:\Windows\SysWOWE4\msvep_win.dl SUCCESS Image Base: (x76d70000, Image Size: (x7b000
alfor-cw exe 2240 £ Load Image CAWindows \SysWOWE4'wertbasedll  SUCCESS Image Base: (77820000, Image Size: (k112000
afor-cw exe 2240 £ Load Image CAWindows\SysWOWES \user32 dil SUCCESS Image Base: (76220000, Image Size: (n1ac000
afforcw exe 2240 2 Load Image C:\Windows\SysWOWE4'\shell 32 dll SUCCESS Image Base: (x756c0000, Image Size: (x616000
affor-cw exe 2240 P Load Image C:AWindows \SysWOWE4ws2_32dl SUCCESS Image Base: (76160000, Image Size: (k64000
afforcw exe 2240 2 Thread Create SUCCESS Thread 1D: 6212

affor-cw exe 2240 2 Load Image CAWindows \SysWOWES \wininet dll SUCCESS Image Base: (71530000, Image Size: (x486000
alforcw .exe 2240 P Load Image C:\Windows\Sys\WOWE4imm32.dll SUCCESS Image Base: (x773a0000, Image Size: (25000
affor-cw exe 2240 < Load Image CAWindows \SysWOWE4\Text Shaping....SUCCESS Image Base: (75180000, Image Size: (k56000
alffor-cw exe 2240 Load Image CAWindows \SysWOWE4\wtheme.dl  SUCCESS Image Base: (75330000, Image Size: (k82000
affor-cw exe 2240 Load Image C:\Windows\SysWOWE4'\combase dl  SUCCESS Image Base: (x 76460000, Image Size: (x28a000
alfor-cw.exe 2240 Load Image CAWindows \SysWOWES \msctf dl SUCCESS Image Base: (76c50000. Image Size: (ndal00
affor-cw exe 2240 #Load Image CAWindows \SysWOWE4'\kemel.appco... SUCCESS Image Base: (75310000, Image Size: (x12000
affor-cw exe 2240 P Load Image C:\Windows\SysWOWE4 \beryptprimitiv... SUCCESS Image Base: (x76b00000, Image Size: (64000
alfor-cw exe 2240 £ Load Image CAWindows \SysWOWE4\TextInputFra... SUCCESS Image Base: (75220000, Image Size: ke2000
afor-cw exe 2240 £ Load Image CAWindows \SysWOWE4'oleaut32.dll SUCCESS Image Base: (k75e70000, Image Size: (xSc000
afforcw exe 2240 2 Load Image C:\Windows\SysWOWE4'\CoreMessagi... SUCCESS Image Base: (x73380000, Image Size: lxcb000
affor-cw exe 2240 P Load Image C:AWindows \SysWOWE4'\CorelIComp... SUCCESS Image Base: (73020000, Image Size: (x293000
affor-cw exe 2240 Load Image CAWindows \SysWOWE4\WinTypes.dll SUCCESS Image Base: (74550000, Image Size: (xeb000
afforcw exe 2240 2 Load Image C:\Windows\SysWOWE4\cryptbase dll  SUCCESS Image Base: (x730d0000, Image Size: (xb000
afforcw exe 2240 B Thread Create SUCCESS Thread 1D: 7892

afforcw exe 2240 2 Thread Create SUCCESS Thread 1D: 3420

affor-cw exe 2240 2 Load Image CAWindows \SysWOWE4\ole32 dil SUCCESS Image Base: (x75fe0000, Image Size: 0142000
alforcw .exe 2240 P Load Image C:\Windows\SysWOWE4\NapiNSP dl  SUCCESS Image Base: (x7¥50000, Image Size:; (12000
affor-cw exe 2240 < Load Image CAWindows \SysWOWE4 \pnmpnsp dil SUCCESS Image Base: (73f30000. Image Size: 16000
alffor-cw exe 2240 Load Image CAWindows \SysWOWE4\mswsock dl  SUCCESS Image Base: (73220000, Image Size: (n50000
malforcw .exe 2240 Q?Load Image CAWindows"SysWOWE4 \dnsapi dl SUCCESS Image Base: (x73e30000, Image Size: (xafO00

Showing 68 of 2,396,864 events (0.0028%) Backed by virtual memory

Figure A3: Full list of Dynamic-Link Libraries (DLLs) loaded by the malware at runtime, as captured by
Process Monitor.
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File Edit Event Filter Tools Options Help
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Time Process Name PID  Operation Path Result Detail

11:47.... "W malfor-cw exe 2240 Process Profiling SUCCESS User Time: 0.0156250 seconds, Kemel Time: 0.0781250 seconds, Private Bytes: ..
11:47.. "malfor-cw exe 2240 Process Profiling SUCCESS User Time: 0.0937500 seconds. Kemel Time: 0.1875000 seconds, Private Bytes: ..
11:47. malfor-cw exe 2240 Process Profiling SUCCESS User Time: 0.1093750 seconds, Kemel Time: 0.1875000 seconds, Private Bytes: ...
11:47... alforcw exe 2240 Process Profiling SUCCESS User Time: 0.1053750 seconds, Kemel Time: 0.1875000 seconds, Private Bytes: ...
11:47 malfor-cw exe 2240 Process Profiling SUCCESS User Time: 0.1053750 seconds, Kemel Time: 0. 1875000 seconds, Private Bytes:
11:47.. alfor-cw exe 2240 Process Profiling SUCCESS User Time: 0.1093750 seconds, Kemel Time: 0.1875000 seconds, Private Bytes: ...
11:47. alforcw exe 2240 Pracess Profiling SUCCESS User Time: 0.1093750 seconds, Kemel Time: 0.1875000 seconds, Private Bytes: ...
11:47. malfor-cw exe 2240 Pracess Profiling SUCCESS User Time: 0.1053750 seconds, Kemel Time: 0.1875000 seconds, Private Bytes: ...

11:47.
11:47.
11:47.
11:47.
11:47.
11:47....

"malfor-cw exe 2240 Process Profiling SUCCESS User Time: 0.1093750 seconds. Kemel Time: 0.1875000 seconds, Private Bytes: ...
“malfor-cw exe 2240 Process Profiling SUCCESS User Time: 0.1093750 seconds, Kemel Time: 0.1875000 seconds, Private Bytes: ...
alforcw exe 2240 Process Profiling SUCCESS User Time: 0.1053750 seconds, Kemel Time: 0.1875000 seconds, Private Bytes: ...
"malfor-cw exe 2240 Process Profiling SUCCESS User Time: 0.1093750 seconds. Kemel Time: 0.1875000 seconds, Private Bytes: ..
malfor-cw exe 2240 Process Profiling SUCCESS User Time: 0.1093750 seconds, Kemel Time: 0.1875000 seconds, Private Bytes: ...
"malfor-cw .exe 2240 Process Profiling SUCCESS User Time: 0.1053750 seconds, Kemel Time: 0.1875000 seconds, Private Bytes: ...

Figure A4: Process Monitor log showing Process Profiling events for the malfor-cw.exe process.
This view captures performance metrics such as CPU time (User and Kernel) and memory usage
over the execution lifetime.
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