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1.​Malware Details 
 
 
 
1.1  

This report provides a forensic analysis of the malware sample malfor-cw.exe, identified in 
the Gasgo data theft incident. The investigation's objective is to reverse engineer the 
sample's capabilities to provide actionable intelligence. Using static, dynamic, and 
code-level analysis, this report will document the malware's methods for persistence, 
command and control (C2), and data exfiltration. The findings conclude with specific 
recommendations to mitigate this threat and harden the client's security posture. Initial 
inspection revealed the use of the UPX packer, a common obfuscation technique designed 
to hinder static analysis and evade signature-based detection.The use of the UPX packer 
is a deliberate obfuscation step by the author, designed to compress the binary and, more 
importantly, to hinder static analysis and evade basic signature-based antivirus detection. 
The file’s fundamental identifiers are detailed in Table 1. 

 

 
Figure 2: Hash numbers using certutil. 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 1: VirusTotal Analysis.                                               Figure 3: PEiD outcome. 
 



 
Table 1: Malware Sample details  
 
 

Attribute Value 

Filename malfor-cw.exe 

MD5 Hash f3c497aef3e476eaba09c470a9e9c22 

SHA256 Hash 258b7e2432cdfbc219e81709dc61212e6ea
50a136a2c93ad2454f79e274f5 

Compilation Timestamp 2025/11/12 Wed 09:00:55 UTC 

Architecture  32-bit (IMAGE_FILE_MACHINE_1386 

Packer Detected UPX 0.89.6-2.90 [Overlay] 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
2.​Static Analysis 

 
Static analysis was performed on the unpacked executable to extract embedded indicators 
and formulate initial hypothesis about the malware's functionality without executing it.  
 
2.1 String and Import Analysis 
Analysis of the unpacked binary strings and imported libraries revealed significant 
indicators of malicious capability. Key strings pointed towards command and control (C2) 
communication, persistence, anti-analysis functions. 
 
 

 
Figure 4: Key strings identified in IDA Pro. Notable indicators include the C2 server IP address, the 
persistence registry key, and an anti-analysis string for detecting VirtualBox environments. 
 

The import table analysis further supports these hypotheses. The malware imports 
functions from key Windows libraries, as shown in Figure 4, to support the hypothesis. 

 
 



 
Figure 5: Imported libraries reveal dependencies on WININET.DLL and WS2_32.dll for network 
communication, and ADVAPI32.DLL for registry manipulation, confirming the potential for C2 and 
persistence capabilities. 
 
 

●​ WININET.DLL and WS2_32.dll are used for network communications. 
●​ ADVAPI32.DLL provides access to the Windows Registry, correlating with the 

suspected persistence mechanism.  
●​ KERNEL32.DLL contains core functions, including process and memory 

management, as well as anti-debugging APIs. 
 

The discovery of these indicators during static analysis is crucial, as it allowed for the 
formation of a detailed and accurate hypothesis about the malware's 
capabilities—persistence, C2 communication, and anti-analysis—before taking the risk of 
executing the code. The combination of WININET.DLL for network functions and 
ADVAPI32.DLL for registry access is a classic pairing for a remote access trojan or bot. 
 
 
2.2 Initial Hypothesis  
 
Based on the static evidence, the initial hypothesis is that malfor-cw.exe is a backdoor or 
bot client. It is expected to: 
 

1)​ Establish persistence by creating a registry key in the CurrentVersion\Run path. 
2)​ Connect to a C2 server at 64.227.44.136 using the IRC protocol. 
3)​ Employ basic virtual machine detection and anti-debugging checks to evade 

analysis. 
 
 
 
 
 



3.​Dynamic Analysis 
 
To validate the hypothesis from static analysis, the malware was executed in an isolated 
Windows virtual machine. Network traffic and system changes were monitored to observe 
its live behaviour. 
 
3.1 Network Communication and C2 Protocol 
 
Upon execution, the malware immediately attempted to establish a TCP connection to the 
IP address 64.227.44.136 on port 6667, a standard port for IRC. Analysis of the network 
traffic confirmed the use of IRC protocol.The malware’s reliance on a single, hardcoded IP 
address (64.227.44.136) for C2 communication reveals a critical weakness. This method 
provides a single point of failure, allowing network defenders to neutralize the threat by 
blocking one address. Unlike advanced malware that uses resilient techniques like domain 
generation algorithms (DGAs), this sample’s simplistic approach suggests it was designed 
for a specific, short-term operation or by an actor with an intermediate level of tradecraft. 
 

 
Figure 6: Wireshark capture showing IRC protocol commands being sent to the C2 server at 64.227.44.136 
on the standard IRC port 6667. 

Captured network data showing IRC commands used by the malware to join its C2 
channel in Figure 6. The choice of the IRC protocol on its standard port (6667) is a notable 
evasion technique. Unlike a custom protocol on an unusual port, IRC traffic can be more 
easily mistaken for legitimate activity in a busy network, thereby reducing the chances of 
immediate detection. 

 

 



 

3.2 Persistence Mechanism Verification 
 
Using RegShot, a snapshot of the registry was taken before and after running the 
malware. The comparison report confirmed that the malware creates a new value in 
SOFTWARE\Microsoft\Windows\CurrentVersion\Run. This action ensures the malware is 
automatically executed every time the system starts, validating the persistence hypothesis. 
The malware’s ability to take screenshots and download additional files was also 
confirmed through commands identified during reverse engineering. 
 

 
Figure 7: RegShot comparison shows values added by malware. 
 

 
Figure 8: RegShot comparison showing final number of changes caused by the malware. 
 
 
This dynamic result provides definitive validation for the hypothesis formed during static 
analysis. The malware does not just contain strings related to persistence; it actively and 
successfully modifies the registry to survive a system reboot. 
 
 
 
 
 
 
 
 
 
 
 



 
 
 
 

4.​Reverse Engineering 
 
Reverse engineering the unpacked executable with IDA Pro provided definitive proof of the 
malware's functionality by mapping its observed behaviours to specific Windows API calls. 
This analysis moves from what the malware does to how it does it. Key functions were 
identified that enable persistence, C2 communication, spyware, and anti-analysis tactics. 
For example, the call to IsDebuggerPresent (Figure 12) confirms the malware's attempt to 
evade analysis. The core capabilities are correlated with their enabling functions in Table 
2. 
 
 
 

 
Figure 9: The call to RegSetValueExA responsible for establishing persistence in the Windows Registry. 
 
 



 
Figure 10: The InternetOpenA API call, which prepares the malware to communicate with the C2 server. 
 

 
Figure 11: The BitBlt GDI function call, which enables the malware's screen capture (spyware) 
capability. 
 



 
Figure 12: Disassembly view in IDA Pro showing the call to the IsDebuggerPresent API, a common 
anti-debugging technique. 
 

 
Figure 13: The CreateMutexA call, used to ensure only one instance of the malware runs at a time. 
 
 
 



 
Table 2: Correlation of Malware Capabilities with API Functions 
 
 

Capability API Functions Analysis 

Persistence RegSetValueExA The malware writes its file 
path to the 
…\CurrentVersion\Run key 
using the RegSetValueExA 
function {}, ensuring it starts 
automatically with windows. 

C2 Communication InternetOpenA, connect Network connections to the 
C” server are established 
by calling InternetOpenA 
and connect from, 
WININET.DLL and 
WS2_32.dll. 

SpyWare BitBlt, 
CreateCompatibleBitmap 

The presence of these 
GDI32.dll functions 
confirms the capability to 
capture the screen, as 
suggested by the 
“screenshot.bmp” string 

Anti-Debugging IsDebuggerPresent To evade analysis, the 
program checks if its being 
run under a debugger by 
calling IsDebuggerPresent 

SIngle instance  CreateMutexA The malware calls 
CreateMUtexA to ensure 
only one instance is running 
to prevent multiple 
executions in sandbox 
environment. 

 
 
The reverse engineering phase confirms the attacker’s methodology. The call to 
IsDebuggerPresent is a simple but effective first-line defense against analysis, designed to 
thwart automated sandbox environments. The use of CreateMutexA is a more subtle 
anti-analysis technique; beyond preventing multiple instances, it can also be used to signal 
to itself that it has already been executed, which can complicate analysis in environments 
that run a sample multiple times. These checks demonstrate that the malware author had 
a clear intent to make investigation more difficult. 
 
 
 



 
5.​Discussion 

 
5.1 Summary of Findings 
 
The comprehensive analysis confirms that malfor-cw.exe is an IRC-based bot designed for 
espionage and remote control. It achieves persistence through a standard registry autorun 
key, communicates with a hardcoded C2 server over IRC, and possesses spyware 
capabilities, including screen capture. Furthermore, it employs basic anti-analysis 
techniques such as VM and debugger detection to hinder investigation. The combination 
of these features makes it a potent tool for an insider threat. 
 
5.2 Threat Assessment for Gasgo 
For the client, Gasgo, this malware represents a critical security breach. The screenshot 
functionality, confirmed by the BitBlt API call and the "screenshot.bmp" string, is the likely 
mechanism used by the rogue employee to steal the sensitive gas pipeline plans. The 
malware's use of a common protocol like IRC for C2 allows its traffic to be potentially 
overlooked in a busy network. 
 
The most significant ongoing threat is the malwares ability to receive and execute 
commands, including the DOWNLOAD command. This means the attacker could have 
used the initial foothold to deploy more advanced malware, such as ransomware, 
keyloggers, or tools for lateral movement across Gasgos network. The breach should not 
be considered contained until all infected systems are identified and remediated. 
 
5.3. Recommendations 
 
To mitigate this threat and strengthen security posture, the following actions are 
recommended for immediate implementation: 
 
Indicators of Compromise (IOCs): 
 

●​ File Hash (MD5): f3c497aef3e476eaba09c470a9e9c22 
●​ File Hash (SHA256): 

258b7e2432cdfbc219e81709dc61212e6ea50a136a2c93ad2454f79e274f5 
●​ IP Address: 64.227.44.136 
●​ Domain: harryhill.com 
●​ Registry Key: HKCU\Software\Microsoft\Windows\CurrentVersion\Run 
●​ Mutex Name: 

 
Remediation Steps: 
 

●​ Network Containment: Block all outbound traffic to IP address 64.227.44.136 and 
domain harryhill.com at the perimeter firewall. 

●​ Host-Based Identification: Scan the entire network for files matching the provided 
hashes and for systems with the specified registry key modification. 

●​ Eradication: On each infected machine: 
○​ Disconnect the machine from the network. 
○​ Open Task Manager and terminate the malfor-cw.exe process. 
○​ Delete the executable from its location on the file system. 

http://harryhill.com


○​ Open the Registry Editor (regedit) and remove the malicious value from the 
...\CurrentVersion\Run key. 

○​ Perform a full antivirus scan. 
 
Security Hardening: 
 

●​ Egress Filtering: Implement stricter firewall rules to block non-standard protocols 
like IRC on ports other than those required for legitimate business functions. 

●​ Endpoint Detection and Response (EDR): Deploy an EDR solution configured to 
alert on common persistence techniques, such as modifications to the Run keys. 

●​ User Training: Reinforce security awareness training, particularly regarding the risks 
of insider threats and running unauthorised software. 

 
 
The true threat of this malware lies in its simplicity and effectiveness. For the client, 
Gasgo, the BitBlt screen capture function is the likely vector for espionage, allowing a 
rogue insider to exfiltrate sensitive data with minimal technical effort. However, the threat 
extends beyond data theft. An established IRC bot on a corporate network serves as a 
persistent foothold. The attacker could leverage this access to download and execute 
more damaging payloads, such as ransomware or keyloggers, or use it as a pivot point for 
lateral movement across the network. Therefore, the incident response should not only 
focus on this specific threat but also on the possibility that it was a precursor to a wider 
compromise. 

In conclusion, the analysis of malfor-cw.exe demonstrates that a security incident's impact 
is not solely determined by the technical sophistication of the malware involved. While this 
IRC bot utilized common and detectable techniques, its deployment by a trusted insider 
allowed it to bypass perimeter defenses and achieve its objective. This investigation 
serves as a critical reminder for Gasgo that a truly resilient security posture must be 
multi-layered, integrating the technical controls recommended above with a robust insider 
threat program and a security-aware culture. 
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7.​Appendices 
 

 
 

 
Figure A1: Command line output showing the successful unpacking of malfor-cw.exe using UPX, and strings 
outcome. 
 
 
 
 
 



 

 
Figure A2: Process Monitor log detailing the initial events upon execution of malfor-cw.exe. 
 

 
Figure A3: Full list of Dynamic-Link Libraries (DLLs) loaded by the malware at runtime, as captured by 
Process Monitor. 
 



 
Figure A4: Process Monitor log showing Process Profiling events for the malfor-cw.exe process. 
This view captures performance metrics such as CPU time (User and Kernel) and memory usage 
over the execution lifetime. 
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